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Last Workshop: The OAV Maturity Model - Goals

Measure Measure the current OAV capabilities in a meaningful way

Enable clear identification of strengths and improvement points, be

Identify aware of threats and opportunities

Prioritise Help prioritise what to do in order to advance and improve

Journey |ldentify gaps between the current and future state and how to get there




OAV Maturity Model - Stages

Energise

Level 1
Level O

Fly

Run

Self-*

_ Crawl Proactive
Sit Use Case / Integrated

Project-based /
Ad Hoc Reactive

Created by Valerie Lamm

m E




OAV Maturity Model - Dimensions

Architecture & Processes &
Technology Services
- ™
People &

Vision & Strategy

Organisation

N— _/ N— _/




More Information on the OAV Maturity Model

Survey:

https://www.surveymonkey.com/r/SPYDQ

VB

Documentation:

OAV Maturity Model Workshop:
https://events.geant.org/event/1514/

Wiki pages:

https://wiki.geant.org/display/NETDEV/OA

V+Maturity+Model
OAV MM Whitepaper:

https://resources.geant.org/wp-

content/uploads/2023/11/GN5-1 White-

Paper OAV-Maturity-Model.pdf
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Orchestration, Automation and Virtualisation Maturity Model Workshop
8 November 2023




OAV Architecture Analysis: Why?

e Standards and common interfaces are key to
interaction and understanding.

* A blueprint can pave the way to offer multi-domain
services.

www.geant.org

Author: MoteOo Edcation (pixabay.com)



Decoupled and Modular Systems

Building blocks
+

Standard interfaces

4

Easier Collaboration

www.geant.org




Transforming Traditional Monoliths into Digital Platforms

22

BSS

b

e AN
o ®-¢ Digital Platform

e
0SS Fle#oi lity

BSS: Business Support Systems (BSS) www.geant.org
OSS: Operations Support Systems (0SS)




Standard 1 Standard 2







P TMForum ODF

GPPP c1o) GANA

GNA
Ciena MDSO

AN NSO

ETSI OSM (MANO)
ODA ONF

“The good thing about standards is that there are so many to choose from.”
-- Andrew S. Tanenbaum

https://wiki.geant.org/display/NETDEV/OAV+Architectures



The High-level ODA Functional Architecture

People
Organizations

Things

Engagement
management

(communication
channels)

(Front end, secure
API)

Decoupling and integration

Party management

(customers/partners)

WHO / WHY

Decoupling and integration

Core commerce managementA

Commercial view

(Order, catalogue, product, SLA, problem handling)

Decoupling and integration

Production

(CFS, RFS, orchestratio

operational domain management)

Technical view

Decoupling and integration

Intelligence
management

(analytics,
operational reality)

(closed control
loop, autonomics)




Architecture Principles (1)
* TOGAF® covers a complete enterprise architecture.

 The ODA principles are compliant to this methodology for principles
(Name — Statement — Rationale — Implications).

Name Different stakeholders, different viewpoints

Statement The Architecture should be effectively communicated to the various stakeholders
in the language that the stakeholders understand.

Rationale This prevents any confusion due to poor communication, limited understanding
or misinterpretation of facts and allows the benefits of architecture to be
achieved

Implications e Architecture message should be tuned for the specific audience
e Keep Architecture diagrams up to date and available to relevant stakeholders.
e The solution should be built on clearly defined, well partitioned and loosely
coupled components, processes, and roles.
https://www.tmforum.org/resources/reference/gh998-open-digital-architecture-oda-concepts-principles-v2-1-0/

WW.gCdlTt.Ul'y



https://www.tmforum.org/resources/reference/gb998-open-digital-architecture-oda-concepts-principles-v2-1-0/
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Architecture Priciples (Il)
Overarching Principles

Business Principles

Information & Data Principles

Application Principles

Technology Principles

www.geant.org
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Products, Services and Resources

am = Il e - (G

Customers Products Services Resources

According to TMFO071.:

A Product is any component or composite service that is sold and has commercial terms associated with it — typically
a price and possibly an SLA.

A Service is a repeatable business activity.

A Customer Facing Service defines the properties of a particular related Customer Facing Service Spec (i.e. know-
how) that represents a realization of a Product within an organization's infrastructure. This is in direct contrast to
Resource Facing Services, which support the network/infrastructure facing part of the service (i.e. the technical
solution).

www.geant.org



Open Digital Framework

* Provides a comprehensive and standardized architecture for digital transformation in the
telecommunications and digital services industries

Governance
Concepls & Principles
Design Guides
APl Governance
Al Governance
Nata Governance

Security Governance

Version 2.1.0 ©TM Forum 2022

Open Digital Framework

Open Digital Architecture

Business

" - - Prooess
Business Capability

) Framewark
Repository

[eTOM)

Deployment & Runtime

Operations
Framewo rl::-',
DDA Canvas
Reterence

Implementation

Implementation

Open APIs
Technical
Architecture &

Components
Data Models

Transformation
Guidance

Maturity Tools
Metrics

Maturity Models

Data
Benchmark Data

Al Training Data

Transformation Tools

‘As-is’ 055055
Application Map [TAM)

Transformation Toolkits



Information system — Functional Architecture

* Analysing NREN architectures from an orchestration, automation and virtualisation (OAV) point
of view using a common reference architecture helps align efforts, and find similarities in the way
different functionalities and components are implemented, which in turn facilitates potential
collaboration between organisations and future interoperability.
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Party management
(customers/partners)
Decoupling and integration
Core commerce management

(Order, catalogue, product, SLA, problem handling)

GEANT )
T

Engagement
g g People management
(communication
channels)

Intelligence
management

(analytics,

Organizations operational reality)

management

Commercial view

(Front end, secure
API)

(closed control
loop, autonomics)

Decoupling and integration
Decoupling and integration

Decoupling and integration

. Production i |
CFS, RFS +
operational domain management

Technical view

* Presentation layer
* Focuses on the interaction between the organisation and its environment




Engagement Management
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Engagement
management

REST API

L%

People

(communication

Organizations channels)

Things

(Front end, secure
API)

- GUI
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Engagement management scope

* Engagement management deals with user interactions. Needs to evolve in a
quick and agile mode (to catch trends related to customer experience and social
networking)

e Users may be:
* Things
* People

* Organizations People
ﬁ _-__ Organisations

Things



Characteristics of Engagement Management

Handles relationship between external and internal actors

Manages the presentation layer according to the channel

Tailors interactions using contextual information from back ends

Relies on Processes, Functions and Data stored in the other system blocks

Interacts and integrates with other system blocks ( e.g. ODA blocks) through
process APIs



Engagement Management Functionalities

Front end user interface
Authentication and authorisation

User interaction lifecycle management

Journey management
Access to content
Content aggregation
Content organisation
Integration

APl hub




Example of Engagement Management

* CARNET

Engagement
management
CARNET Portals
employees
CARNET users remailer
system
General Public
AAl

 CYNET

T

Users
Engineers
R&E IT Director
Students
Lecturers

R&EIT
personnel

International
user

Web page “services
connect” component
provides information
for customer support

Engagement
management

(communication
channels)

(Front end, secure
API)

Home page of
CYNET
(www.cynet.ac.cy)
provides marketing
information

Email (Office 365)
for providing
information to
existing and new
customers

* GRNET

APIs
ENGAGEMENT

MANAGEMENT

GRNET
homepage

In-house built
service portals

Atlassian JIRA

* HEAnet

HEAnet clients
member
user
connected org

HEAnet teams

General Public

Engagement
management

Portals

mail
email
phone

MS teams

SSO




Example of Engagement Management

* PIONIER

Home page of
PIONIER
(wwiw.pionier.net.pl)

‘ with general
| information and
contact details

Home page of
PIONIER NOC
(https://noc.pess.pl
eng/) with general
information and
contact details for
users

Users
Metropolitan
Area Engagement
Networks management
(communication
channels)

(Front end, secure API)

Helpdesk on
phonecall

: E-mail for submitting
requests and

‘ providing
information

‘ E-mail, web page

[ for tickets
‘ publishing

e SURFnet

Users

Engineers

R&E IT Director
Students
Lecturers

R&E IT personnel

Dutch researcher

International user

S

SURFnet
network
dashboard

ENGAGEMENT
MANAGEMENT

NSI API

* MARnet

R&E community
(university
researchers,
lecturers,
students, technical
and administration
staff...)

Engagement
management

Homepage of
MARnNet
(https://imarnet.mk/)

UKIM services
portal
(https:/iservisi.ukim.
mk/)

Yy
System status portal
(hitps://status.finki.
ukim.mk/)
~—
N
Help desk portal
https://help.ukim.mk)
———

s D

Contact by e-mail,
phone...

—

3
eduroam.mk
| —
O
IXP forum

—
25—

AAI (idp.ukim.mk)

—_—

* GEANT

R&E
community

Socials

survey-monkey!

menti.com

Slack

mailing-lists

events.geant.org

Engagement

3
)
3
1)
Q
®
3
o}
=]
=1

www.geant.org

Partner portal

Other
official sites

Looking Glass

Reports
(Tableau)

BRIAN
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Party ﬁ

People

Engagement
management

(communication

nehkel ge men t Organizations sl

Things (Front end, secure
API)

Decoupling and integration

Party management
(customers/partners)
Decoupling and integration
Core commerce management

(Order, catalogue, product, SLA, problem handling)

Commercial view

Decoupling and integration

Production
CFS, RFS +
operational domain management

Technical view

All the information and processes related to internal and external parties.
Parties can be customers, researchers, business partners, employees or any person or organisation related to the business

Decoupling and integration

Intelligence
management

(analytics,
operational reality)

(closed control
loop, autonomics)




Party Management

|

Party management
WHO / WHY
(_Qustomerslpartners_) - .

| \ Invoice B
1 billing related to

customers

CRM or customer
:'E ¥ relationship
£ $ management tool
—r
(=R comtract
management tool

Images from pixabay



Party Management Block: Functionalities

In charge of party oriented processes, functions and repositories:

* Management of party information, privacy, roles and rights

Party interaction management

Billing account management and bill production

Management of financial activities with collaborating parties

Market and external party engagement activities



Mapping of functional blocks to ODA party management
architecture: business/operational processes

* |t should be focused on the tactical operating model. Some examples:
 Staff training
* Inventory management
* Bill invoice management
* Brand management

* The mapping of information entities can be done in two steps:

* Mapping of entity domains: e.g. staff, market (for example, related to students),
suppliers...

* Each entity domain can be split up into specific entities. For example:
e Suppliers
e Supplier party roles
e Supplier interaction
* Billing



Example of Party Management

e CARNET * CYNET
I Federated Party management F‘rlvacy [ Microsoft Azure Active
i manaagement Directory services for | Worksh f
‘ Identity (SRCE) \ GDPgR AR0 Giiiorior Managamont Party management Exce o Sot;) ;eere:ts or
Membership DB Users Roles and Payment Openldap for Customer (customers/partners) information
party info Permissions management Management
* GRNET * HEAnet

— [ Edugate Fed 1P | Partvy management |=
‘ : (SAML + JAGGER) A ge CoreHR
PARTY MANAGEMENT Keycloak SuiteCRM

) CRM /Client DB documents and Finance management
Delphi contracts management | | Unit4 ERP / AssetDB




Example of Party Management

* PIONIER * SURFnet

Excel Worksheet for
contracts
Atlassian Confluence inf ti
Py ialisey . ool iy contract users roles & -
: ) arty management CRM management PARTY MANAGEMENT permissions billing
\ information (customers/partners) eXpertis financial |
— and accounting
system for billing
and invoicing
* MARnet e GEANT
Authorization )
system Users roles and CRM
(aai.edumk) permissions - Party Federated
: BILLING s
Party management teaching stuff - Identities
i Y 9 (iKnow system) management
Membership DB

/
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Party management
(customers/partners)

(Order, catalogue, product, SLA, problem handling)

C O re Engagement Intelligence
— management management

(analytics,
operational reality)

(communication

co m m e rc e Organizations itz

Things (Front end, secure
API)

Commercial view

(closed control
loop, autonomics)

Decoupling and integration
Decoupling and integration

Decoupling and integration

management ,

operational domain manage

Technical view

The exchange of goods and services
Including the activities that facilitate them, like marketing and sales, sourcing and procurement, etc.




Core Commerce Management

Product

Inventory

“Core commerce management

(Order, catalogue, product, SLA, problem handling)

Commercial view

1mline and lntanvatian

ticketing system to
track ordering related

S P EC \‘ A L tickets
... OFFER

calculation

product strategy
planning
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Core Commerce Management definition

Focuses on WHAT

Includes all actions related to the Product Offers for all

types of business engagements

Independent of the technology aspects




Product and Product Offer

The way products are
offered to customers

An entity that is being
sold by the
organisation

Specific object in the
network that is
needed to configure
a service




Main CCM Functions

Y

©

PRODUCT PRODUCT ORDER PRODUCT
STRATEGY OFFERS AND HANDLING ASSURANCE
PRODUCT
CATALOGUE
MANAGEMENT

o

[e]

BILL ITEMS RATING OF
CALCULATION CHARGES



Main Interfaces Exposed by CCM

To be able to
orchestrate the product
lifecycle management, a
number of application
programming interfaces
(APIs) need to be
exposed

(L

Product Catalogue Product Ordering Product Inventory

Management API

Trouble Ticket API

API

Management API

aﬁ

SLA Management
API



Example of Core Commerce Management

* CARNET

Core commerce management

Membership DB
product inventory

Product ordering

* GRNET

In-house

Atlassian JIRA

HelpDesk Membership DB
OpenCRM SLA management
Membership DB oi]sc)rg;:gg;gg
Customer satisfaction
—
v ——— Qe ———— :
CORE COMMERCE MANAGEMENT | SCYICHNOW 18 28IvISe

customer DB

--------------

 CYNET

Excel Worksheets for
billing enquiries on
customers requests

Core commerce management

Web page “services

connect” component

provides the product
catalog

(Order, catalogue, product, SLA, problem handling)

and SLA tracking

Request Tracker for Incident
Response (RTIR) for SLA

Excel Worksheets for keeping tickets
and problems of customers (with
resolving actions)

* HEAnet

Catalogue

Core commerce management

SLA management

PLM

Services

Ordering Forms

Problem Management
Service Desk




Example of Core Commerce Management

* PIONIER

Atlassian Confluence with SLA management and Request Tracker
SLA and service details billing . for service issue
‘ ticketing

Core commerce management
(Order, catalogue, product, SLA, problem handling)

* MARnet

Product inventory Help Desk (ticketing
(servisi.ukim.mk) system)

Core commerce management

7

and ordering (HPC, openLab...)

\

* SURFnet
product Product trouble
catalogue ordering CORE COMMERCE MANAGEMENT ticket
JIRA JIRA

* GEANT

Service
Come

Core
Commerce
management

OTRS

(SLAs
Problems
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Party management
(customers/partners)
Decoupling and integration
Core commerce management

(Order, catalogue, product, SLA, problem handling)

Engagement

Production

Organizations (communication
channels)

Intelligence
management

(analytics,

Commercial view operational reality)

Things (Front end, secure

API)

(closed control
loop, autonomics)

Decoupling and integration
Decoupling and integration

Decoupling and integration

Production
! CFS, RFS +
operational domain management

Technical view

It is where the technical stuff happens and where most of the
technical processes, tasks and tools in the NOC of a research
and education institution would fall




Production service and

O resource trouble
B tickets
A\ o

Monitoring Automation
SNMP - Programming
‘- languages
IPAM tool S _
Resource Service /
- Inventory Resource
UU Orchestrator o O-¢ .
U 7 s\, \ optical
_ Production " -0 network
Service (CFS, RFS, orchestratio Network
operational domain managemen
Inventory Infrastructure
n Technical view
Equipment In an ideal world, this domain should expose a Network as a

layer 2, or layer 3 equipment Service APl towards the other domains



Products, Services and Resources

‘ Product

‘ Service i ‘ Service j

| | |
Resource Resource Resource
|1 |2 Jl

* The Product is the entity that is being sold by the organisation

e Each Product can be composed of one or multiple Services and Resources

e Services are implemented by the Production functional block



Products, Services and Resources (ctd.)

) Customer-Facing
" Service (CFS)

Resource-Facing

v\/v Service (RFS)

Physical or virtual resources or features or functions




The Main Functionalities of Production

e Responsible for End-to-End (E2E) Service
Management & Orchestration Customer Facing

_ Services (CFSs)
=» technology agnostic

e Decouples how services are
implemented from the way services are
offered to the users

e Differentiates between CFS and RFS to Resource Facing
enable transparent and flexible Services (RFSs)
implementation of the requested v > technology specific
services over different technology

domains



Operational Domain Management

Operational domain manages the complete lifecycle of all services and resources in its
domain

Defines scope of operations with an administrative boundary and a technical boundary

Administrative boundary
* Defines what is offered by the organisation itself and what is handled by external parties

Technical boundary
* Defines services and resources processed in the operational domain



API
exposed services

Technology Management

Production

E2E Service Management & Orchestration

Production function block manages all
technical domains, including different

resource management & orchestration

wawabeuew ajadae)

vendors and technologies

RFSs use abstraction/virtualisation to provide
a vendor- and technology-agnostic view of
underlying resources

technical
domain

vendor or technology

Service Management & Orchestration

- SN

technical
domain

resource
~ domain

Technical domains manage the actual implementation of RFSs

technical
domain

resource

operational
domain(s) 1

y

Integration

fabric

"~ domain

Technical domains implement specific management interfaces for each

Functionalities in the technical domains must be exposed by APIs that
can be consumed by Resource Management & Orchestration and E2E

r

technical
domain

Intelligence,
assurance,

analytics

Autonomic
network
Intent-based
networking




Orchestration in Production

* End-to-End (E2E) Service Management & Orchestration
e This functionality is considered crucial in the Production functional block
* Orchestration of service management over multiple operational domains

e Resource Management & Orchestration
* This functionality is responsible for the implementation of the RFSs
* Seamless integration of separate systems, processes and technologies



Automation in Production

e Automation is used to provide simplification, to make processes better, faster
and more reliable with reduced or replaced human interaction

* Automation is also put in place to provide automated feedback and closed
control loops

Party management
WHO / WHY
(customers/partners)

Engagement
management

Organizations (communication

Decoupling and integration

(Front end, secure

Decoupling and integration

Core commerce managemen

management

(Order, catalogue, product, SLA, problem handling)

Commercial view

Decoupling and integration

operational reality)

Decoupling and integration

(closed control
loop, autonomics)

Production
(CFS, RFS, orchestratio
operational domain managemen

Technical view




Automation and Closed Control Loops

 Different levels of automation and closed control loops in Production:

* Via E2E Service Management and CFSs

* Preserves the e2e service characteristics
* Via Resource Management and RFSs

* Technology-related service changes can be made automatically
e Within the Technical domain

* Very fast reaction to changes in real time or near real time.



Virtualisation of the Technical (Virtual or Physical) Resources

e Supports automation by improving efficiency, flexibility and dynamic response

* Automation in Production is facilitated when any new type of resource, virtual or

physical, can be easily added, described and managed as all the other resources
(for example, creation of VM).

* Allows the implementation of RFSs to be technology/vendor agnostic

* Network virtualisation abstracts network resources to ensure agility and
technology-agnostic network service behavior



Orchestration, Virtualisation and Automation in Production

Engagement Party management Intelligence
management Core commerce management management
Production a::;;::]c?
Orchestration Automatic
| RM information feedback

coordination and maghagement of futomate ' IOOp

* Simplifies

* Allows all resources to be reserved, provisioned and
released in a uniform way, independent of the
underlying hardware

RM i RM i+1 RM i+2 RM i+3

-  racnlirco S -  rocnlirra 00N
resource ~  resource ) resource < resource )
Domain Domain Domain Domain

A AN .

EBlEEE




Example of Production

* CARNET

* GRNET

i integrat

Production
Membership DB Incident :
service/resource | | management ?:;\tli»ce m\g:;k':r:f:m
inventory RT ng 9
Service Service Configuration Coz?;&l:t?:n &
Orchestration & Activation tools Activation fools
~/Technlcal domaln\__/Technlcal domaln\_ﬂrechnlcal domaln\__
Schools Data
IFARELS LAN / WiFi Centres
J:;Z?:::d vendor provided network &
nelwiark network virtualisation
configuration tools iconfiguration tools iconfiguration tools
- I N N J
I—I PRODUCTION -
Production Service Management & Orchestration .
AnsiblerJinja Operational
f-ROUSE IVentory based 0SS Cerl

g tool for VPN LSombonents.
g e ; Stackstorm IXPmanager ECI Lightsoft |~
] T H
5 Resource Service Management & Orchestration
S ‘ Observium Netbox
|
:
=
-

services using
MPLS

/Techn:ca]dumam\ /Techmcaldomam\ /Techmcaldomam

ECI Apolio
optical network

EVE virtual lab

Y. ™~
( Technical domain )

 CYNET

* HEAnet

Excel Worksheets
for inventory (i.e
service, resource)

1

perfSONAR for | | SNMP monitoring
monitoring and
telemetry

| along with Nagios
for monitoring

|
|
J L

[ Office 365 email

for employees

notification and

arrangemem
Production Service
Manangement multi Domain with network Slices
(orchestration
operational domain management)
| |RTIR monitoring the
Excel worksheets ‘ installations, Azure Samba File |
for workforce | troubleshooting cloud Server
management (workforce
| management)
TECHNICAL DOMAIN
XCP Citrix as
local data Network
center for the infrastructure
internal services
n Il.Gyl a
Production too
Junos Space + Service requests + || Fault management
SharePoint service and | | Incident management (Argus/icingat
resource inventory RT Cacti/Smokeping)
6connect | |Ansible/Puppet/Junos Space srﬁa";’caZf;‘gﬁf
IPAM activation & configuration procedures (ShP)
| Technical ) [ Technical )| [ Technical )| [ Technical ||
domain domain domain domain
. eduroam Data
optical IPMPLS Everywhere Centres
WiFi
) Arista &
ADVA Juniper VMware
- N\ N\ N\ /




Example of Production

* PIONIER

Request Tracker
MRTG, Grafana for Workforce Resource for network
usage monitoring management Information infrastructure
issue ticketing
Production
(orchestration and operational domain management)
Tivoll NM for status A::i::i::’ U for network SNMP,
gicuicaniog ed configuration configuration Telemetoy for
event management ‘ e monitoring

MPLS Network

Optical Network
infrastructure

* MARnet

Production
Servicelresources Incident Workforce
inventory management management
(Netbox finki.ukim.mk) (Redmine) (Redmine)

Service Configuration and Resource (network) configuration
activation tool (Ansible VMs) and activation tool (manual)

Capacity tracking and planning NOC

tools (nms.finki.ukim.mk, https://- Monitoring NOC tools
ticks.edugain.org/ (nms.finki.ukim.mk)
idp_vs_sp.html)
niverisieq| Data DDOS
HANNViFi centers — ® XP | mitigation
. | 1 | i |
Manual
configuration Firewall
Unifi VMware, ||FOG image || (Racktables on
controller | [OpenStack| jnanagemenf| used as Manual || demand
catalogue)
echnicall | technical || technical technical ||technical nical
domain |{ domain )| domain )\ domain ) dornainJ domainJ

e SURFnet

* GEANT

£

K PRODUCTION ("INorthBound AP
—_— (" Production Service Management & Orchestration
Operational domain
Orchestrator
z |worldlows I S&R S&R
g |\ ordering trouble ticket
y JRA 1 JRA
. EEe——
§ [ Resource Service Management & Orchestration
S m NorthStar
Y
g L — L/
2 LightSOFT NMS NFVO
w
T | { Technical domain \ (" Technical domain \ (  Technicaldomain \ ( Technical domain
VNF /
K SEC catalogue
Optical Service Wireless NFV
domain domain domain domain
X SR /. AN J
Production

Checklists

Ansible

Dashboard §§ LibreNMS

Intermapper Sensu

Gitlab

Inventory
Provider

hosted.geant.org

Terraform Puppet

VMware




Party management
(customers/partners)
Decoupling and integration
Core commerce management

(Order, catalogue, product, SLA, problem handling)

G'ANTQ

Intelligence
management [y g

Things

Intelligence
management

(analytics,

Commercial view operational reality)

(Front end, secure
API)

(closed control
loop, autonomics)

Decoupling and integration
Decoupling and integration

Decoupling and integration

Production ‘
CFS, RFS +
operational domain management

Technical view

* Focuses on data analytics
* Analytical processes use operational data to analyse, correlate and create their own data (for
instance, KPIs)




Intelligence Management

A\

SNMP &
Telemetry

Monitoring

Logs correlation

performance management, trending analysis or capacity forecasts

)

Artificial
Intelligence

G,

D
Machine

Learning

Intelligence
management

(analytics,

perational reality)

(closed control
pop, autonomics)




Intelligence Management definition

* Processes related to data analytics, using operational data
from other functional blocks

* Large amounts of operational data: implementation of big-
data-related capabilities is beneficial

e Data analysis techniques: e.g. trend analysis, data
aggregation
* Marketing and sales forecasting, network performance
evaluation

* Uncovering of new patterns and relations

-

Image: www.freepik.com



Intelligence Management Block: Functionalities

* Insight management capability
* Uncovering of new patterns and relations based on historical data

e Autonomic manager

* Implementation of closed-control loops
e Knowledge management
* Activities on different time scales

* Implementation of self-anything (organisation, healing, tuning, etc.) capabilities

N

@ e 8

&

Images: www.freepik.com



TM Forum's ODA Intelligence Management Scope & Application to NRENs

‘ Execution

'Implementation

.Mapping and
design



Example of Intelligence Management

* CARNET  CYNET * GRNET * HEAnet

Intelligence INTELLIGENCE Intelligence
management MANAGEMENT management
Intelligence Monitoring
management tools, data not
stored /
(analytics, operational processed for
reality, Experiential analytics
Networked Intelligence)
(closed control loop,
autonomics)
4
) N~ perfSONAR oI § NetFlow
Visualisation monitoring and = - portal
. NOC tools telemetry £
1 o '
SNMP monitoring | g -
— Capacity along with Nagios | = Cacti
tracking and for monitoring 2
planning g
NOC tools §
Cactifor a = R
complete network = ping
Monitoring graphing solution —
NOC tools




Example of Intelligence Management

* PIONIER

Intelligence
management
(analytics, operational
reality, Experiental
Networked
Intelligence)
(closed control loop,
autonomics)

MRTG, Grafana

SNMP monitoring
data storage

Selected
datasets
can be
used (with
the
permission
of PSNC
manageme
nt) for
testing and
analysis by
research
projects
working on
Artificial
Intelligenc
e/Machine
Learning
solutions

e SURFnet

MANAGEMENT

performance
managemen

Influx DB

Intelligence Assurance & Analytics

monitoring
N

feELCaEGE)
INTELLIGENCE

 S—

The team has
also
implemented
some advanced
data analytics
using ML
algorithms such
as traffic
prediction for
capacity
management

* MARnet

Intelligence
management

Visualization
NOC tool
(eSight

management
system)

] Intelligent
' monitoring NOC
i tools

+ (nms finki.ukim.mk) ;

* GEANT

Intelligence
management

eve-ng

Lnetd

BRIAN

Tableau

PerfSonar




GEANT

Decoupling
and
Integration

Engagement
People management
{communication

Organizations channels)

Things {Front end, secure

API)

Decoupling and integration

Party management

(customers/partners)

Decoupling and integration

Core commerce management |
‘i-_n-\““__-"
(Order, catalogue, product, SLA, problem handling)

Commercial view

Decoupling and integration

Production

CFS, RFS +

operational domain management~——

Technical view

Decoupling and integration

Intelligence
management

{analytics,
operational reality)

(closed control
loop, autonomics)




Decoupling and integration

Engagement
People management
(communication

Organizations channels)

Things (Front end, secure

API)

Decoupling and integration

Party management
WHO / WHY
(customers/partners)

Decoupling and integration K/_\—\

S WHAT
Core commerce management

(Order, catalogue, product, SLA, problem handling)

Commercial view

Decoupling and integration

Production

(CFS, RFS, orchestratio
operational domain management)

Technical view

14

)

Decoupling and integration

Intelligence
management

(analytics,
operational reality)

(closed control
loop, autonomics)




Examples of Decoupling and integration

The implementation of ODA’s Decoupling & Integration can be
associated with the manual processes and procedures that are
put in place and describe how to move information from one

component to another. Based on the CYNET NREN needs, these
processes can be automated in the future.

Manual processes that describe the
information movement among components

CARNET developed an in-house tool called Turbo Krt (Turbo Digger in

Croatian?}to provide a high-level view of the network, and to promote fast

troubles

ooting. It collects and presents all important information from

different databases, and cross-compares this data with a number of active ' '

monitoring tools (Zenoss, NetFlow, syslog, network topology), and the

Membership DB. It also integrates information from sources external to _T”mﬂ' En
CARNET such as information from the power company regarding electricity Integration
outages.

Although a large part of the GEANT workflow is based on manual processes and procedures, everything is

recorded in the Ticket Management System (TTS). For example, request fulfilment is tracked from the

moment the service is requested until it is deployed and operational. In addition, Jira is used to manage
the work of the software development team and track feature requests and bugs.

All communication between users and operators, and across different teams is tracked using the TTS. This

is done for new deployments, updates, and incidents. From this point of view, the TTS carries out the role
of decoupling and integration between all the different teams involved in the service deployment.




Examples of Decoupling and integration

* GRNET has prototyped (not used in production) a
microservices architecture for the Integration
Framework, based on the Spring Boot applications. Its
building blocks are Adapter microservices, Translator
microservices, Message Broker, Message Bus and
Storage microservice

* An internally developed integration tool named SHIBA
(Space/HEAnet Integration Broker Application) takes
information from both Junos Space and 6connect, and
notifies Argus to start monitoring the new circuit. In
addition to the automated provisioning of Icinga and
Cacti, it also integrates related DNS information.

SHIBA
integration
tool

bsisre
lebom sisb

2metayz 2noits19q0

(o) || W

o =

mvzae_ﬂglx
mofeiosie "A

Gl = pbnumoo s

o;gcm e e S e

= =26

nam—

[

-
’- —

O]

==

2motayz 229ni2u8

ol

. o

pTYTRIER o)

s WOnedivise

2l9A oifeonps-90ivise ,boesd 2'bisbnsie

Clients
IP Blocks

i SHIBA
(in-house tool)

Services N ClientDB
(belonging to clients) (in-house tool)

DNS Re

1P Blocks
(assigned to RMAN)

Devi

6connect
ProVision

4 Smokeping

Icinga2




G'ANTQ
Thank You!
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