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The Trusted CI Framework
4 Pillars, 16 Musts

The Trusted CI Framework helps organizations establish
and refine cybersecurity programs that work.
It focuses on often neglected programmatic fundamentals
across 4 Pillars: Mission Alignment, Governance,
Resources, and Controls.
This is not yet another long list of technical requirements.
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Musts One-Pager
https://trustedci.org/framework/M1P
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What is a cybersecurity program?
A cybersecurity program is a group of related
cybersecurity-focused projects and ongoing activities
managed in a coordinated way to obtain benefits not
available from managing them individually.
Cybersecurity programs are an organ of the larger
organization, living as part of that organization through
its lifecycle.
→ Adapted in part from Schwalbe, Information Technology Project Management, 9th Edition.
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A cybersecurity program is not...
• A “plan”
• A “project”
• Doing a set of “controls” (like the CIS Controls, NIST
CSF, NIST 800-53, NIST 800-171, ASD Essential
Eight) you are supposed to implement
The Trusted CI Framework complements and puts all of
these in context.
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Framework Implementation Guide
for Research Cyberinfrastructure Operators
Go to https://www.trustedci.org/framework and hit the green button. The
guide gives research organizations a community-tailored head start on
choosing among good paths and avoiding treacherous ones.
Includes:
● roadmaps for establishing mature cybersecurity programs
● tailored advice on overcoming common challenges
● pointers to resources, including our publicly available tools and templates
Built by Trusted CI’s experienced multi-institutional team, and vetted by a
Framework Advisory Board representing the diversity of our community.
Replaces 2014’s Guide.
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trustedci.org/framework/core
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Getting Started
Check out trustedci.org/framework/core. This briefly
explains the 16 Musts. For each, ask yourself:
Have we addressed this?
If not, why not?
If so, how’s it working out?
Hit the green button to grab the guide, and share with your
team and leadership.
Check out FIG p.7 → One page start-up suggestions.
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Next Steps for Trusted CI
1)

2)

3)

Working with NOIRLab on assessment and adoption
right now. (First time using TCIF / FIG as the sole
standard for an assessment.)
Looking for additional opportunities for assessments,
consultations, training, feedback, collaboration.
We will revise the FIG regularly and expand/refresh
the available tools.
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