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Top 10 Threats for R&E?

“The research and academia 
sector … ranked among the 
top targets for threat actors 

due to its high-value IP, 
decentralized infrastructure, 

and expansive digital 
footprint.”

– Microsoft Digital Defense 
Report 2025



10. Lack of Contingency Plans

• Makes us more vulnerable to the rest of the threats…

à Crisis exercises
à Good cyber hygiene



9. DDoS Attacks

Hint: Join the GÉANT DDoS Working Group (also the workshop this afternoon in Mission 2!)



8. Not sharing

• Missing data
• Reputation
• Resources
• Too late
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à R&E Cyber Hub



7. 



7. Quantum Computers
• Cryptographically Relevant Quantum Computers (CRQCs)
• Store now; decrypt later
• Assymetric cryptography broken (Shor); symmetric weakened (Grover)
• Lack of urgency and uncertainty about timelines

https://www.tomshardware.com/tech-industry/quantum-computing/chinese-scientists-use-quantum-computers-to-
crack-military-grade-encryption-quantum-attack-poses-a-real-and-substantial-threat-to-rsa-and-aes

https://postquantum.com/quantum-policy/eu-pqc-roadmap/

https://sam-jaques.appspot.com/quantum_landscape





7. Quantum Computers
à Crypto inventory + migration evaluation
à Upgrade TLS libraries with quantum-safe ciphers (min. TLS 1.3)
à Use browsers with (hybrid-) PQC support

https://english.aivd.nl/documents/2024/12/3/the-pqc-migration-handbook





6. Insider Threat / Decision Making
• HR and hiring
• IP theft
• More pressure, less people: bad decisions. Managers want more 
AI, leading to less critical thinking.
• “75% of insider incidents are non-malicious, with negligence and 
compromised credentials accounting for the majority” – 
Ponemon Institute 2025 report
• “In R&E, high turnover, extensive third-party collaboration, and 
structural shadow IT compound these conditions considerably”

à Secure By Design + à Support Secure Behaviour



5. Social Engineering ++

• “Rather than exploiting technical vulnerabilities, attackers 
target people”
• Voice cloning and deep fakes
• Targeted phishing
• No more language issues/spelling mistakes
• PhaaS kits, ClickFix, FileFix

à GÉANT Be Mindful. Stay Safe. Campaign
à https://security.geant.org/awareness/



4. Geo Politics (incl. APTs/nation states)
• IP theft
• Hybrid warfare / pre-staging; Trade wars?
• Political agendas, Hacktivists, Extremists
• Transnational Repression, Censorship
• Russia/Ukraine (e.g. NoName057(16)) à DDoS
• Middle East (e.g. Handala Hack Team)
• Chinese ATPs (e.g. Salt Typhoon)
• Linked to: 
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• Quantum
• Supply chain (e.g. SolarWinds), Wipers
• Insider threats





NoName057(16) à DDoS

Again: Join the GÉANT DDoS Working Group (also the workshop this afternoon in Mission 2!)



3. Supply Chain
• Increasing regulatory pressure + prices
• Digital Sovereignty
• “AI” enabled
• Open-source library / ecosystem compromises (TeamPCP, Axios)
• Bottlenecks (e.g. chip shortages)
• Oil? (and other Geo-political links)

à Good supply chain management
à Inventory and monitor software dependencies
à Follow advice and best practices



2. Insufficient Support for Secure 
Behaviours (was: Poor Cyber Hygiene)
• “Zero days” / patch cycles vs time-to-exploit
• Unnecessarily exposed/vulnerable* services
• System hardening and baselining
• Legacy/fragile systems “broken by design”
• Vibe coding
• Poorly designed systems and unrealistic security demands
• Creating: predictable attacks paths for adversaries

à Awareness (memorable/”exciting”/user-centred messaging)
à GÉANT Security Baseline
à Address fears (support rather than punish)

* “over the past 1-2 years we have seen 
a significant shift with the majority of 

our major incidents caused by a 
vulnerable service being the initial 
access” vs compromised account



https://www.nist.gov/news-events/news/2023/03/your-cybersecurity-strategy-falling-victim-these-6-common-pitfalls



1. AI +++

• “AI isn’t replacing attackers, but it is accelerating them.” – Lakera
• “For the First Time, Every Threat Carries an AI Dimension” – SANS 
Top  5 Most Dangerous New Attack Techniques (RSAC2026)
• Automated Cyber Attacks
• AI Generated Deepfakes
• Mass Scale Social Engineering
• Mimicking human behaviour / expectations
• Disinformation & Hallucination Driven Harm
• Agentic AI (e.g. OpenClaw) without policies/awareness
• AI as a Vulnerability



*Generated using Google Gemini AI (Nano Banana 2) with original text



Credit:

Google Threat 
Intelligence Group 



1. AI +++

à AI for defense
à Policies
à Awareness
à All the others
à ??



Top 10 Threats for R&E – 2026+
1. AI
2. Insufficient Support for Secure Behaviours
3. Supply Chain
4. Geo Politics
5. Social Engineering
6. Insider Threat / Decision Making
7. Quantum Computers
8. Not Sharing
9. DDoS Attacks
10. Lack of Contingency Plans

Please come talk to me 
if you’d like to contribute 

to the report J





Thank you!
Look out for our threat landscape

 + quarterly reports J

“Academic freedom and accountability are not opposites: 
the freedom to pursue and share knowledge openly is only 
sustainable if the integrity and security of that knowledge 
is protected.”

https://lists.geant.org/sympa/subscribe/cti-reports


