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Modeling



Threat Modelling
What is it? 



Structured 
way to 
decode

HOWWHYWHO



identify security threats 
to applications, systems, 

or environments
understand potential 

impacts on operations 
and security

implement controls for 
protection, detection, 

and response

Used to



Our Context – GN5-2 CTI Reports

$120



ATT&CK 
Navigator 

overlaying TTP layers



ATT&CK 
Navigator threat actors targeting HE TTP mappingthreat actors targeting HE TTP mapping



Top
TTPs 

most commonly used 



Top
TTPs 

used against Higher Education



Model to Action



Bridging the Gap 

Operational TacticalTranslates business risks to technical 
controls

Surfaces exploitable vulnerabilities 

Shifts security config to a 
more targeted posture

Maps Threat Intelligence directly 
to external exposures



ATT&CK 
Navigator current security posture mapping



Key
Recommendations based on Top TTPs



MITRE 
D3FEND knowledge graph of security countermeasures



MITRE 
D3FEND Linking Attack Techniques to Countermeasures



MITRE 
D3FEND Linking Attack Techniques to Countermeasures



MITRE 
D3FEND realisation of the D3FEND ontology



MITRE 
D3FEND realisation of the D3FEND ontology



MITRE
Attack Flow targeting strategic assets and environments



MITRE
Attack Flow targeting strategic assets and environments



Use ATT&CK to structure 
CTI reporting

Use D3FEND to link 
threats to defences

Use Attack Flow to 
reason about adversary 

behaviour

Key 
Takeaways




