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e System Architecture
e Authentication
e Authorization




Architecture

Components:

Keycloak (26.3.3)

Maat, Maat-Ul

AirFlow 3 (currently 3.0.2)
* LSO

Keycloak ensures secure
access through:

e authentication and

e authorization mechanismes.
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Lightweight Service Orchestrator




Authentication

Web browser

5. Request with Access token ~ W Maat

6. APl Response

A

7. Request with Access token

1. Login 8. API Response

A

Realms: Maat "
Clients: Maat-Ul, 2. User Info

Maat, AirFlow

(access token inside )

6. APl Response

7. Request with JWT token
(access token inside)

3. Get Access/Refresh tokens
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4. Tokens

8. APl Response
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Authorization

* AirFlow 3.0.x -> authorization policy is stored in Keycloak
Realm Roles:
airflow-admin R BA‘
Scopes:
PUT, GET, PATCH, POST, =0
o | LIST, MENU - e B
. Permission: i —
folicy; (Policy <-> Scopes <-> Resources)
Airflow-admin-role =y P ! l
s . permission-dag,
(positive, airflow- .
admin) ‘ permisston-ment, Resources:
DAG (all, or specific)
Menu-item (Connection,
Asset etc.)

Example permission-dag:
Airflow-admin-role <-> PUT, PATCH, POST, GET <-> DAG(all)
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