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Motivation: QCIned 2022

• Software (KMS, QKM) either proprietary, bad or both (back then)

• Vendors not interoperable

• SURF prefers decentralised approach to domain control

• Range limitation of QKD
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eduQKD: Goal

Develop open-source software stack that is…

• open-source, to encourage collaboration among QKD deployements

• ETSI compatible, to comply with existing standards

• Capable of key-relaying/forwarding, to enable practical deployments

• vendor-agnostic, to avoid lock-in

• decentralized, to avoid single point of failure

?

? QKDaaS
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eduQKD: Layered Architecture

Domain Control
eduQDC

KMS
eduKMS

Service A&O
Workflow Orchestrator

https://workfloworchestrator.org/

QKM
Vendor #1

QKM
Vendor #2

REST API

Devices

Workflow Orchestrator:
(open source)
Create, terminate, modify, validate 
subscriptions

Quantum Domain Controller:
set configuration of devices in 
network

Physical Layer:
QKD hardware: 
Point-to-point key generation 
Key Management Service:
Key Relaying, Routing, etc.
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gitlab.com/surfquantum/eduqkd

eduKMS
⚫ Implements key relaying and “key flooding”

⚫ Fully vendor-interoperable

⚫ Operates decentralised and independent

eduQDC
• Defines interface towards WFO

• Deploys KMS

• Pushes configuration

• Optional, stand-alone
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gitlab.com/surfquantum/eduqkd

⚫ Development will continue in follow-up projects (e.g. CEF call)

⚫ Interest in finding co-developers to ensure sustainability going forward

⚫ Open to on-boarding of new developers, in particular if somebody wants to contribute
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eduQKD: Governance

• Currently (for exclusively practical reasons): SURF

• If interest in co-development: 
open to move to a more open and neutral governance model 
(e.g., via commons conservancy)
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How eduQKD works
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A&O: WorkFlow Orchestrator
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A&O: Deployment with workflows

Workflows: create/terminate/modify

• kms_node

• kms_link

• qkm

• qkm_link

• qkd_service (user subscription)
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eduQKD Deployment

Prerequisites: 

• devices installed with minimal config (need to be reachable remotely)

• classical connectivity (e.g. subnet, l2vpn)

• (optional) WFO deployed

 Then:

• Deploy eduQDC on server

• from WFO execute workflows to deploy (or directly via QDC):
KMS -> KMS links -> add QKMs -> QKM links -> add user subscriptions
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eduQKD: basic deployment

e.g. MDI e.g. DV

QDC only pushes configs

mTLS

(using QKD key)
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eduQKD: current limitations

• not pen-tested / authentication still not quantum safe

• static routes

• key flooding very basic (round-robin)

• Few things still hardcoded (e.g. key_size)

• Telemetry/monitoring

• Scalability
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eduKMS
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eduKMS: logical components
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eduKMS: architecture
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eduKMS: key-relaying

Split into “mono-directional” initiator/responder 

keys to avoid race conditions
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eduKMS: key-relaying
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eduKMS: key-relaying
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eduKMS: key-relaying
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eduKMS: 
key flooding
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eduQKD across domains: software backbone (draft)
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Devlopment Roadmap

• ETSI 020 integration

• Cross-domain software backbone

• Publish monitoring and telemetry code

• Security audit
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