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Open Cloud Mesh

Peter Szegedi

GEANT Amsterdam

17th TF-Storage, Pisa, Italy
14/10/2015

Nextclouc

* Implemented in the EC

Sovereign Tech
* Funded by different programs throughout the years feeney
* Currently, SovereignTech and (partially) EOSC Data Commons P ed by
O LRl the European Union
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. ~ TYPICAL SCENARIO: INVITE + SHARE

/ ~ m
')
\ ' _Create token for ‘Alice’
~ : : J ' token
_ OCM invite [ inviteString (token@Bob_FQDN) ] : : !
O =' Add contact [ inviteString ] : : : :
) ;  POST Iécmllnvlte-accepted[ token ] '»
—~ | , 'Alice’ is a trusted contact
O : ' :

‘Bob' is a trusted contact |
T
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)
~
~ TYPICAL SCENARIO: INVITE + SHARE
)
. Share doc with ‘Bob’ ; :
. GET /.well-known/ocm '
. endpoints, capabilities, pubkey |
<-—
- (signed) POST /ocm/share [ refreshToken ]
— ——e >
~ Z . GET /.well-known/ocm |
)
e : ' ' doc was shared by ‘Alice’
] %
N



EFSS Disco

Access Alice's doc
-

< (signed) POST /ocm/token [ refreshToken ]

short-lived bearer token

> (bearer) PROPFIND

Display doc
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lopresti-open-c

2025/07: successful “Dispatc

2025/11: first IETF Working Group meeting,
e
attended by 13 participants

IETF 123: Dispatch (DISPATCH) 2025-07-21 07:30

IETF123
DISPATCH

Development and Current Implementations

Gm first implementec
part of the (Z\:\CS? :

Currently hosted as

) Community

tions

Implement include
and Seafile. Previously Py

Administrivia: Chairs
© 10:16/1:57:37 1. Agenda | NOTE WELL | Scribes
2. Document status - Chairs - 5 min

Agenda
1. History and Current Status - Giuseppe - 5 min
Ongoing Work - Micke - 10 min
Code Flow Enhancements - Micke - 5 min
Summary of OCM Implementation Efforts - Mahdi - 10 min
Discussion - 20 min
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https://datatracker.ietf.org/doc/draft-lopresti-open-cloud-mesh/

Federated File Sync & Share via standard protocol

1st demonstration at the GEANT TNC'16 IETF Standardization Working Group
Conference in Prague, Czech Republic Open Cloud Mesh
13 June 2016 23 October 2025
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https://datatracker.ietf.org/group/ocm/about/

Open Cloud Mesh (OCM) is a server-to-server protocol designed to enable
federation between Enterprise File Sync and Share (EFSS) platforms. Initially

conceived of in 2015 and deployed since 2016, OCM has been implemented by
several platforms. This working group seeks to formally specify OCM

some work v U | e
production services

CERN Node »  Nextcloud
SURF Node + CERNbox
* Finland Node *  OpenCloud
EUDAT Node

m European |
Commission

h



Datatracker Groups ~
1 ETF

Open Cloud Mesh

draft-ietf~-ocm-open-cloud-mesh-00

Status

Versions:

https a

letf-ocm-open-¢

Type

* Semantically very close tovl.2

Last updated 2025-11-25

(/? * Multiple implementations exist s

Internet Engineering Task Force (IETF


https://datatracker.ietf.org/doc/draft-ietf-ocm-open-cloud-mesh

e OCM Addre specified

(/? * Token Exchange Flow (a.k.a. Code Flow) properly specified
@
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- Two way st GeoMesh
auth)

*C
K/? —  Bug fixes for invites - General OCM Rust library started
®




Sovereign Tech
Agency

2d logging/Log viewer in Cl

—  App sharing CERNBox <-> Nextcloud

- Web-based federation validator
* Nextcloud
- App sharing
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= O cs3org / Projects / SovereignTech Funded Activities

@ SovereignTech Funded Activities

[ Backlog = [ Priority board

Q. Filter by keyword or by field

Backlog 18/5 | Esima

m he been started

Get all standardization-related documents in
shape according to |[ETF deadlines in the course
of 2026 and prepare for IETF 126 in Vienna

L

Attend the meetings of the WG being formed
within IETF, follow their work and provide
feedback

o]
Incorporate in the IETF Internet Draft all

suggested changes following implementations
from all other Milestones

B Team items

U 8 =2 github.com/orgs/cs3org/projects/3

[Z] Roadmap B inreview

() Ready @ | Esim
This is

Confermance tests: extend Test Suite to validate
that sharing between CERNBox and Nextcloud
works also when a Directory Service lookup and
a Where-are-you-from Ul page is involved.

&

Produce and submit a PR upstream to Nextcloud
and CERNBox, such that they can validate their
compliance to

B My items

Implement any necessary fix for the sharing
phase to pass the OCM Test Suite

(© och B

Make it pessible for storage backend to find
newer OCM Providers

L
Implement WAYF Ul with integration of one or
more Directory Services, following the current
Nextcloud developments

Q. Type [/]to search

Add status update

) Inreview 0/5  Esima

This item is in review



https://github.com/orgs/cs3org/OCM-STA

* Journaling

e _.Contributions more than welcome!



direc Interested!

OpenCloudMesh repository: https.//qithub.com/cs3org/OCM-API
Matrix channel: https://app.element.io/#/room/#cs3org OCM:qitter.im


https://github.com/cs3org/OCM-API
https://app.element.io/

MICKE NC
GIUSEPPE LO PRESTI, CERN




