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2024 Data Breach

Investigations Report
Human interactions remains a prevalent

contributor to breaches, accounting for 68% of
incidents

Top 3 ways attackers access an organisation are
stolen credentials, phishing and exploitation of
vulnerabilities

The median time for users to click on a phishing
simulation link was just 21 seconds.

The median time to submit sensitive data to the
simulated phishing site was just 28 seconds.
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"Insanity is doing the
same thing over and
over again and expecting
different results”

Albert Einstein












A& L Goodbody apologises to staff
after impersonating HSE in fake
Covid 19 email
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Uni’s phishing jab is no
joke
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HR
HR®@chicagotribune.com

To: You mcrepeau@chicagotribune.com

Wednesday, September 23, 13:27

Congradulations Executives!!

We are pleased to inform you that we are
providing targeted bonuses between 5,000
and 10,000 dollars this year. Tribune Publishing
is able to provide this bonus as a direct result
of the success created by the ongoing efforts
to cut our costs!

We want to thank you for your ongoing
commitment to excellence at Tribune
Publishing, and to congratulate you on your
outstanding performance!
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Train firm's ‘worker bonus’ email is
actually cybersecurity test

West Midlands Trains workers discover emmail promising
one-ofl payvinent is ‘phishing simulation test’
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GoDaddy apologizes for "insensitive”
phishing email offering bonuses to
employees
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Okta vulnerability allowed accounts with long
usernames to log in without a password

The company has fixed the issue, three months after an update introduced it.

Mariella Moon - Contributing Reporter
- 2 Muwember 2024 - 1-min read
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Palo Alto Networks has confirmed that threat actors are actively exploiting a critical vulnerability that
affects firewalls with management interfaces exposed to the internet,

The zero-day, with an assigned critical severity score of 9.3 out of 10, allows unauthenticated attackers to
execute commands remotely. Palo Alto Networks urges users to restrict the firewalls’ management
interfaces to internal networks only, as the patch is not yet available.
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Cyber Kill Chain
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CONFERENCE Home ' Proceedings ' SP/ SP 2025

PROCEEDINGS 2023 IEEE Symposium on Security and Privacy (SP)
Understanding the Efficacy of Phishing Training
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Phishing Lure # of Users  Avg Failure Rate

Outlook Pwd 4.493]
Login Account 12,720
Open Enroll 14,691
Shared Doc (Microsoft) 15,683
UneDrive Medical | 5.438
Docusign 23526
Building Ewvac 17,359
Traftic Ticket 17676
Dress Code 4954
Vacation Policy 17,923

| 82%
|.85%
T.62%
H.005%
9. 20%
2.63%
10.33%
18.60%
2T.65%
30.80%

<=

TABLE 1: The number of recipients for each phishing email across
our entire study and the average failure rate across all recipients.

Appendix A contains more details about each email.
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Figure 2: The cumulative percent of users who have faled.




» A survey of 1,002 Britons who experienced
cybercrime revealed
> 62% felt traumatized,
» 59% experienced shame,
» 67% felt embarrassed.

» 55% reported ongoing anxiety, particularly when
using online services,

> 29% had trouble sleeping






"Insanity is doing the
same thing over and
over again and expecting
different results”

Albert Einstein
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Cyber-attack had an effect on cancer care 'worse than Covid®
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Breast cancer patient reveals how Russian hackers
forced her to delay surgery
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Open Quick Send Save Save All Remove Select Copy Show
Print To- As  Attachments Attachment All Message

Actions Selection Message

Mon 5/17/2021 1:00 P

HelpDesk <smtpfox-bd8sc@gimnazijain.edu.rs> <:| Not from WPI.EDU
[EXT] [Ticket#368] High disk usage /Computer is running slowly/ requested by Admin, Please see attached to complete request

Ta [EXT] signifies that this was sent from an external address.
B 56765432345678007421643 html
266 bytes
ﬁ Attachment with a link to
Hello, a malicious phishing site.

_ . _ _ Poorly worded with
Ticket 369 open by Admin on behalf of wpi.edu@wpi.edu has been updated .
no punctuation.

Please see attached to complete request <: A trick to get you to click on

a malicious attachment.
SERVICE TICKET DETAILS

Ticket Number: 369
Ticket Summary: | Computer acting up/ wpiedu@wpiedu computer is running slowly

Reason: Computer High Disk Usage issue
Date/Time Mav 17, 2021
Contact: wpi.edu/@wpi.edu

Requested by: Admin@wpi.edu
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Source: US National Safety Council
https://injuryfacts.nsc.org/motor-vehicle/historical-fatality-trends/deaths-and-rates/
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* DRIVE SLOW &
k, SEE OUR CITY.

| DRIVE FAST &
'SEE OUR JAIL.
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Main car safety features covered by EU rules today

Wipers and heating Headrest, strength of seats
(visibility) (whiplash protection)
(-

Safety glass )
(visibility) Isofix child seat Ffasteners

(— (child salfely)
)

Rear view miirrors

(visibility) Seatbelts

(occupant safety)
Fromt and back
Lights
(visibility)

. L O
o Energy absorbing Vehicle side strength, Wet grip tyres
bumpers and bonnets door strength (better braking)
(pedestrian safety) (crash safety)
(- O
Fromt crash resistance Brakes and stability Tyre Pressure
(Crash safety) control Monitoring System
(wvehicle control) (salely and elliciency)
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Nils Bohlin
Inventor Volvo 3-point Safety Belt
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