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QKD and KMS

• Quantum Key Distribution (QKD) protocols and infrastructure allows for
implementation of the point-to-point links to exchange random numbers
(keys) over quantum communication links which are also Information-
Theoretically-Secure

• Key Management System (KMS) is a crucial element that allows to build
larger, scalable Quantum Key Distribution Networks

• KMS is also interface for QKD infrastructure to other network services
and infrastructures

• Quantum Key Distribution Networks can be viewed as potential separate
layer in existing communication network
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KMS

KMS system has several crucial functionalities:

• Retrieving the QKD keys from different QKD devices

• Provides the keys to applications

• Stores keys

• Need to be reliable on operational environment – high availability and
backup services

• Implements optionally SDN interfaces and principles

• For interoperability purposes needs to be compliant with different
standards and draft standards for interfaces and architecture

• Allows to build logical topologies of QKD networks and services

• Can be integrated with PKI and HSM infrastructure
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Key Management Concept and QKD proces steps

https://arxiv.org/html/2408.04580v1
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Architecture of QKD Network

https://arxiv.org/html/2408.04580v1
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Architecture of QKD Network

https://www.ilasersg.com/cerberis-xg-qkd-system/
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Architecture of SD-QKD Network

https://www.etsi.org/deliver/etsi_gs/QKD/001_099/015/02.01.01_60/gs_QKD015v020101p.pdf
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Architecture of EuroQCI

https://digital-strategy.ec.europa.eu/en/miscellaneous/euroqci-conops-concept-operations
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ETSI QKD 014

https://www.etsi.org/deliver/etsi_gs/QKD/001_099/014/01.01.01_60/gs_QKD014v010101p.pdf
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ETSI QKD 014

https://www.etsi.org/deliver/etsi_gs/QKD/001_099/014/01.01.01_60/gs_QKD014v010101p.pdf
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