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www.geant.org

Network
The GÉANT network interconnects research, education and innovation communities worldwide, 
with secure, high-capacity networks. 

We design, plan, build and operate the large-scale, high-performance GÉANT network that connects 
European NRENs to each other and the rest of the world for sharing, accessing and processing the high 
data volumes generated by research and education communities and for testing innovative technologies 
and concepts. 
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Interconnecting Europe’s 
NRENs over a 500Gb 
highly-resilient pan-
European backbone.
NRENs serve 50 million 
users at
10,000 institutions 
across Europe.
Network services:  IP, 
Point-to-Point Services,  
VPN, Testbeds, 
performance monitoring
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Security @ GÉANT
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What is NIS-2?

For whom?

What does it mean?

For 
GEANT

For you

Security Management

Duty of Care

Duty to Report

Vulnera-
bilities

Incidents

CSIRT cooperation

Where are we now?

National 
implemen-

tations
Rulings

What is next?
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Quick Recap, how it started

• NIS-2 is to improve the resilience of services that are critical for day-to-day 
life in the European Union

• A large part pf the directive is for Nation States themselves

• NIS-2 directive has been published on 15th of December 2022 , and will be 
in action within 21 months from the ”entry in force”: 

• 4th of October 2024: (January 4th 2023+ 21 months) latest, but with the 
Council Recommendation to do it ASAP. (only 3 member states met this
deadline)

• Standards are still ‘negotiated’ via comitology (delegated Act)
• Expect „Rulings” or „guidance” from ENISA and NIS Cooperation Group

• Obligations are „logical”, no real surprises
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In or out of scope?
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Critical Infrastructure?
In scope of NIS1?

Governement Agency?

Public Digital Infrastructure?

.tld? Internet exchange?

Education??

Supply chain dependencies?
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What you need to do

12     |

duty of care
duty to report

Information sharing
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Where are we now?
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NIS-2 in international context
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NIS-2 directive“The NIS-2 directive 
establishes a unified legal 

framework to increase 
cybersecurity in critical 
sectors across the EU. “

Scope of the directive: 
National choices 

Standards: National 
choices 

Supervision Supply chain EU27

https://digital-strategy.ec.europa.eu/en/policies/nis2-directive
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NIS-2
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SECTORS OF HIGH CRITICALITY (Annex I)

• Energy

• Transport

• Banking

• Financial Market Infrastructure

• Health

• Drinking water

• Waste Water

• Digital infrastructure

• ICT Service management

• Public Administration

• Space
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• Postal and courier services

• Waste management

• Chemical industry and supply chain

• Food supply chain

• Manufacturing (limited)

• Digital providers
• Online marketplace

• Search engines

• Social networkingn services 
platforms

• Research organisations

Other Critical SECTORS (Annex II)
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SCOPE
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Standards // Duty of Care
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ISO 27001/2 (Croatia, Finland, Slovenia) 

NIST 800-53 (Cyprus)

NIST CSF (Ireland)

BSI (Germany)

CyberFun (Belgium and others)

CAF (UK)

National Framework (Belgium, Lithuania, Romania)

None specified (Greece, Hungary, Latvia, Slovakia)

...

Source: https://ecs-org.eu/activities/nis2-directive-transposition-tracker/
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What if?

You are not in scope

But

your main research partner

ís in scope

Supply chain
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What if?

• Your research Partner
• Is in scope

• Will have Duty of Care

• Will impose requirements on suppliers

• Will impose requirements on research 
agreements

• Will have Duty to Report

20     |

• You
• You are not is scope

• Will already have research agreements 
with requirements

• Synchronise incident response
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EU27 → Europe

National Interest
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NREN NRENNREN

Universities Universities Universities

Non-EU NREN

Universities

NCSC NCSC NCSC NCSC

ENISA / ECCC / …
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NIS-2 Bottom Line

2323

Happy with coherent structure and clear 
rules

Challenge to cope with Babylonic system 
of standards

Key issues in R&E not solved: Threat 
intelligence sharing across borders

International sectoral security 
collaboration not recognised → R&E ISAC
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NIS2 Material available for NRENs (and others)

Wiki pages: https://wiki.geant.org/display/SIGISM/NIS-2+Directive

Stratix report: https://resources.geant.org/wp-content/uploads/2023/07/NIS2-Recommendations-
for-NRENs.pdf

Quarterly Infoshares: https://wiki.geant.org/display/SIGISM/NIS-2+Directive

GEANT Security Baseline: https://wiki.geant.org/display/gn43wp8/GEANT+Security+Baseline 

Publications GN5-1
Holistic Information Security Management and Compliance Framework:
Leveraging Taxonomical Engineering for Security Baseline Compliance

https://www.wavestone.com/en/insight/nis-2-european-countries-transposing-directive/

https://www.openkritis.de/eu/eu-nis-2-member-states.html#overview

https://www.mdpi.com/2079-9292/13/19/3955
https://www.mdpi.com/1999-5903/15/10/330
https://www.wavestone.com/en/insight/nis-2-european-countries-transposing-directive/
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Thank You

www.geant.org

© GÉANT Association
As part of the GÉANT 2020 Framework Partnership Agreement (FPA), the project 
receives funding from the European Union's  Horizon 2020 research and innovation 
programme under Grant Agreement No. 856726 (GN4-3).
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