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| Best practice:

Five safes
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https://ukdataservice.ac.uk/help/secure-lab/what-is-the-five-safes-framework/

| EOSC ENTRUST

SATRE
Standard Architecture for Trusted Research Environmentsp

SATRE provides a standard referencearchitecture for trusted research
environments (TREs). SATRE can be used for evaluating TRE’s


https://satre-specification.readthedocs.io/en/v0.2.0/

| Procedure and tools

SANE = Procedure

SURF Research Cloud = Tool



| SANE — Workflow

STEPS
1. A t dat d v —
Ssdusiiuiieh e Eé SENSITIVE DATASET
2. Data owner sets up SANE
3. Data owner makes data accessible —
4. Researcher analyses data = SECURE DATA STORAGE
. Reseatchr dsposis resul SECURE ANALYSIS ENVIRONMENT
6. Data owner checks result
7. Data owner releases result (SAN E) D SECURE COMPUTING
a o
AGREE STAGE CHECK RELEASE

(LU
(LU

— (O — — 88— &
o o © 0 © ) o o

am,



| Different roles and requirements

Dataprovider
* Full control
* No costs

Researcher

* Has budget (grant)

* Needs to comply with dataprovider requirements
to get access to the data.



| SANE

Secure ANalysis Environment

SANE is avirtual, fully shielded computing environment
containing pre-approved analysis software and access to the
sensitive data. It allows the data provider to maintain
complete control while still allowing the researcher to study
the data in a convenient manner.
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Tinker SANE: allows the researcher to see, manipulate and play
with the data.

Blind SANE: the researcher submits an algorithm without being

able to see the data and the data provider approves the algorithm
and output.
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'SANE Demo
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