Abstract: Security Awareness Community Workshop (9:00 - 12:30)
This interactive workshop explores practical strategies for improving security awareness efforts of NRENs and R&E organisations. Participants will learn how to design behavior change interventions, use effective framing techniques, and develop an awareness campaign using the GÉANT video resources of the Cybercrime for Newbies and Your brain is the first line of defence campaigns. Through hands-on discussions, they will gain actionable insights to strengthen security culture in their organization and their wider community.
The workshop is open to anyone involved in security awareness within their organization, regardless of their prior knowledge.


Agenda:
Security Awareness Community Workshop (9:00 - 12:30)
09:00 → 09:30
📌 Welcome & overview of the plans of the Subtask Awareness within GÉANT GN5-2 + Awareness Programmes & SANS Security Awareness Maturity Model Discussion 
· Brief introduction to the workshop and an overview of the subtask’s planned initiatives.
· Breakout discussion: Participants discuss: 
· What their awareness programme looks like.
· Whether they provide awareness for their communities.
· Where they stand on the SANS Security Awareness Maturity Model.
· Plenary: Groups share key takeaways.
09:30 → 09:45
📢 Input 1: The COM-B Model – A Tool for Designing Behaviour Change Interventions
· How to apply the COM-B framework to security awareness.
· Understanding capability, opportunity, and motivation in behaviour change.
09:45 → 10:20
💡 Break-out Session 1: Designing a behaviour change intervention
· Groups work on an intervention encouraging security behaviours related to reporting cyber incidents using the COM-B framework.
· A hand-out will guide discussions.
10:20 → 10:30
📣 Joint reflection: Sharing Results from Break-out Session 1
10:30 → 11:00
☕ Break
11:00 → 11:15
· 📢 Input 2: Framing & Solution-Based Messaging for Security Awareness Framing Matters: How the way we frame security messages influences user perception and action.
· Solution-Based Messaging: Shifting from fear-based to actionable, positive communication.
· The Power of "Why": How leading with purpose increases engagement and retention.
· Practical Storytelling: Using real-world examples to connect emotionally and motivate change.
11:15 → 11:50
💡 Break-out Session 2: Designing a Security Awareness Campaign
· Groups design an awareness campaign that could incorporate structured training interventions.
· Participants can choose one of two video series to build their campaign around: 
· Granny Smith videos: Teaching the mental model of a cyberattack on humans (adversarial mindset).
· Mr. Doubt campaign: Teaching social engineering principles.
· Participants will define campaign and learning objectives, if they have time delivery methods

11:50 → 12:00
📣 Joint reflection: Sharing Results from Break-out Session 2
12:00 → 12:30
❓ Q&A and Closing Remarks
· Participants share final reflections and key takeaways.
· Open discussion on next steps and implementation strategies.
· Short survey

