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IS SECURITY A FEELING OR 
A TANGIBLE CONDITION?
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THE DANGERS OF A MISTAKEN 
SENSE OF SECURITY
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But, what truly matters to you?
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But, what truly matters to you?

Should I ...?
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A risk-based security approach
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“Preservation of the 
Confidentiality, Integrity, and 
Availability of information 
through a risk management 
process(...)”

ISO/IEC 27001:2022
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Risk Analysis
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How regularly do your NREN adopt cybersecurity risk assessments?

1 - Lack of clarity to bridge theory and practice 
2 - The tendency to prioritize what appears urgent over what is 
strategically important
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CAIS AQUI
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SHARE TO EXPAND: 
WE CONNECT PEOPLE 
IN AN ENVIRONMENT CREATED FOR
THE PRODUCTION OF KNOWLEDGE 
AND WE PROVIDE SAFE AND  
HIGH CAPACITY SERVICES 

Connected organizations User Community connections
500 + 3.5 million 70

Connections
+ 100 Gbps
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- INTERVIEWS
- DOCUMENTATION 
ANALYSIS
- TECHNICAL VISITS

RNP + CLIENT

ANALYSIS 
TEAM

3D VIEW
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Information Security Risk Management

- Interviews, input collection 
and define the scope

- Understand the company, the 
business, and the system under 
assessment

- Identify: Assets, threats, 
vulnerabilities, and risk scenarios

- Analyze: Estimate likelihood, 
impact, and risk level

- Evaluate: Determine response type 
for each risk scenario

- Define risk response 
actions

- Prioritize actions based on 
risk scores

- Document risks in both 
technical and executive 
formats

- Present risks to 
stakeholders and board

- Review: Context, 
Threats & vulnerabilities, 
Risk scenarios, Risk 
acceptance criteria

Scope and Context

Communication 
and documentationMonitoring Risk Treatment

Risk Assessment
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• Culture eats strategy – With practice, risk-thinking becomes second nature.
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A risk-based strategy isn’t just protection –
it’s the art of making uncertainty work for you.

That's not just security – that's working 
smarter with focus
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In the end, cybersecurity is about enabling the great 
mission of the academic community: to do science, 
to improve the world, and to improve people’s lives.

We can’t let security challenges get in the way of 
that mission.
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THANK YOU!

ingrid.barbosa@rnp.br

humberto.forsan@rnp.br


