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From RISK to ACTION

The CAIS-RNP risk-based approach to cybersecurity

Ingrid Barbosa
Cybersecurity Analyst



IS SECURITY A FEELING OR
A TANGIBLE CONDITION?
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cyber skills gap

Overwhelming
array of
cybersecurity
challenges

Source: Global Cybersecurity Outlook 2025 - The World Economic Forum
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We cannot
protect
everything
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cyber skills gap

Overwhelming
array of
cybersecurity
challenges

and perhaps,
we should
not even try

Source: Global Cybersecurity Outlook 2025 - The World Economic Forum



04

Securing.What.Matters

RINP



04

Securing.What.Matters

But, what truly matters to you?
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A risk-based security approach
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“Preservation of the
Confidentiality, Integrity, and
Availability of information

ISO/IEC 27001:2022
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Cyber Risks
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& Risk Analysis
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@ How reqularly do your NREN adopt cybersecurity risk assessments?

1-Lack of clarity to bridge theory and practice

2 - The tendency to prioritize what appears urgent over what is
strategically important

RNP



For 26 years, CAIS-RNP has been ensuring secu
- Bféizilian education and research institutions. RNP's ¢

intelligence

CAIS-RNP was a pioneer in starting
discussions on information security,
being one of the first incident response
groups (Csirts) to operate in Brazil.

Today, the area encompasses several

skills and is recognized nationally and
internationally for its experience and
broad scope of action.

; -'d’éily challenges related to the increasing complexity of cyber threats.
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SHARE TO EXPAND:

WE CONNECT PEOPLE

IN AN ENVIRONMENT CREATED FOR
THE PRODUCTION OF KNOWLEDGE
AND WE PROVIDE SAFE AND

HIGH CAPACITY SERVICES

500 + 3.5 million 70 + 100 Gbps

nnnnn ted organizations User Community connections Connections

TLP:CLEAR



TLP:CLEAR
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para expansdo
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VIOLATES AUTHENTICITY 14

VIOLATES
AUTHORIZATION

VIOLATES
INTEGRITY

Spoofing

Elevation
of Privilege Tampering
(EoP)

Denial of
Service Repudiation
(DoS)

Information

Disclosure
VIOLATES

AVAILABILITY

VIOLATES
NON-REPUDIATION

VIOLATES CONFIDENTIALITY

OWARSP

Risk Assessment Calculator
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> Information Security Risk Management

Risk Assessment

- ldentify: Assets, threats,
vulnerabilities, and risk scenarios

- Interviews, input collection
and define the scope > - Analyze: Estimate likelihood,

- Understand the company, the impact, and risk level

business, and the system under - Evaluate: Determine response type
assessment for eachrisk scenario

Communication .
= and documentation PSS Risk Treatment

- Document risks in both
- technical and executive - Define risk response
- Review: Context ;
L. ! 4= actions
Threats & vulnerabilities, formats ac -O > ‘
Risk scenarios, Risk - Present risks to -.Prlorltlze actions based on
acceptance criteria stakeholders and board risk scores

RNP
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Information Security Risk Management

....... Scope and Context === el Risk Assessment e
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Information Security Risk Management

- ldentify: Assets, threats,
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Information Security Risk Management
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Information Security Risk Management

- Interviews, input collection
and define the scope

- Understand the company, the
business, and the system under
assessment

____________ Risk Assessment

- ldentify: Assets, threats,
vulnerabilities, and risk scenarios

- Analyze: Estimate likelihood,
impact, and risk level

- Evaluate: Determine response type
for each risk scenario
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> Information Security Risk Management

assessment

- Interviews, input collection
and define the scope

- Understand the company, the
business, and the system under

Risk Assessment

- ldentify: Assets, threats,
vulnerabilities, and risk scenarios

- Analyze: Estimate likelihood,
impact, and risk level

- Evaluate: Determine response type
for each risk scenario

Failure
Destruction
Loss
Malfunction
Theft
Interruption

and others...
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> Information Security

- Interviews, input collection
and define the scope

- Understand the company, the
business, and the system under
assessment

Risk Management

| Risk Assessment
- ldentify: Assets, threats,
vulnerabilities, and risk scenarios

U Analyze: Estimate likelihood,
impact, and risk level

- Evaluate: Determine response type
for each risk scenario

Failure
Destruction
Loss
Malfunction
Theft
Interruption
and others...

OWASP Risk Rating Calculator

Likelihood Factors Impact Factors
Threat Agent Factors Vulnerability Factors Technical Impact Factors Business Impact Factors
skill Level Ease of Discovery Loss of Confidentiality Financial Damage
Motive Ease of Exploit Loss of Integrity Reputation Damage
:
Opportunity Awareness Loss of Availability Non-compliance
Size Intrusion Detection Loss of Accountability Privacy Violation

Business Impact Factor:
Low (BIF: 1.5)

Impact Factor: Low (IF: 1.5)

Overall Risk Severity: Low
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| Risk Assessment
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Failure
Destruction
Loss
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OWASP Risk Rating Calculator

Likelihood Factors

Threat Agent Factors
Skill Level

Impact Factors

Technical Impact Factors

Business Impact Factors
Financial Damage

Vulnerability Factors

Ease of Discovery Loss of Confidentiality

Motive Ease of Exploit Loss of Integrity Reputation Damage

Opportunity oss of Availability Non-compliance

Size Intrusion Detection Loss of Accountability

Business Impact Factor:

Low (BIF: 1.5)

Impact Factor: Low (IF: 1.5)

Overall Risk Severity: Low

DN

Avoid
Mitigate
Transfer
Accept
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—— Scope and Context === Risk Assessment S

- ldentify: Assets, threats,
vulnerabilities, and risk scenarios

- Interviews, input collection

and define the scope > - Analyze: Estimate likelihood,

- Understand the company, the impact, and risk level

business, and the system under - Evaluate: Determine response type
assessment for each risk scenario

- Define risk response
actions
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Ativos Vulnerabilidades Riscos

Example of

Medidor

application 46 91 245 de Risco

Nivel dos Riscos
Probabilidade BAIXQ IMPORTANTE SIGNIFICATIVO Total
-

PROVAVEL 89
OCASIONAL 1 7 13 21
FREQUENTE 2 1 3 7,35% (7,35%)
Total [ 137 103 245
Risco x Agentes de
g Ameacga
g 0
2 AGI
% D D 1,84% (91,84%)
> 2 e
CAiS s

Inteligéncia em
Ciberseguranca

TLP:CLEAR

ALTO @ MEDIC @MUITO ALTO

Categorias de ativos
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PILOT - LIneA (RNP
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& Upward spiral

Case Study - Point of
Presence from Rio de

Feedbacks Janeiro

from security and
PILOT - LIneA(RNP
ecosystem)and LNCC

corporate risks teams ‘
(e-Science)

Methodology Design RINP
TLP:CLEAR
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& Upward spiral

Feedbacks from
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Case Study - Point of

Presence from Rio de
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Feedbacks
from security and

corporate risks teams
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& LessonsLlLearned

* Risk management is continuous - Always ask: "What's changed? What new risks
emerged?"
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Start small, scale smart - Begin with limited scopes; expand as maturity grows.
Communicate directly - No intermediaries. Clarity drives buy-in.

Expect (and overcome) resistance - Discomfort means you're changing the status
quo.

When in doubt, assume the worst - Err on the side of caution in assessments.
Culture eats strategy - With practice, risk-thinking becomes second nature.
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That's not just security - thatiSWORKING
with focus

TLP:CLEAR
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In the end, cybersecurity is about enabling
mission of the academic community: [{eXe[eRIil=1alel=F
to improve the world, and to improve people’s lives.

We can't let security challenges get in the way of
that mission.

RNP



THANK YOU!

ingrid.barbosa@rnp.br
humberto.forsan@rnp.br

GOVERNO FEDERAL
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