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| Meet Mark

CISO of a university, tasked with raising awareness
- Runsregular phishing simulations

- Created a campaign on using secure passwords

- Organises regular awareness training sessions

Mark feels like he is on top of things




| Verizon Data Breach Investigation

68%

People represent the greatest risk to an organization,

with humans involved in 68% of all breaches

- Verizon Data Breach Investigation 2024



Cybersecurity threat assessment SURF 2023
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“Structural attention for security and privacy
Is essential for a cyber resilient organisation,

and employees play a fundamental role.”

m - SURF Cyberdreigingsbeeld 2023



| Awareness & Training # behavior change

Victims of financial fraud have above avarage knowledge of finance (NASD, 2006;
Moore 2003)

Mandatory personal finance course for people in debt leads to worse financial
planning (Braucher 2001)

In order to get visible results we need to use behavior change techniques




Human Related Risk
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| Human Related Risk

Reducing cybersecurity and privacy risk by
addressing human behaviour in a

consistent and sustainable way




| People, Process, Technology




| Research suggest a different strategy

Behavioural cybersecurity strategy
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Assessing effectiveness and improving solution

Developing a behavioural cybersecurity strategy: A five-step approach for organisations. T. Steen (2024)
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| Working with Mark and others

With a small representative group we created a
‘process for awareness’

We tested this approach in Proof of Concepts with two
universities (and more are on the way)

Used the PDCA cycle to improve connection with the
rest of the organisation

Asked the researchgroup of University HNL Stenden to
validate the process



| Our challenge

* Supportinstitutions get grip on human related risk

* Forallinstitutions

* A practical approach and concrete materials and
tips
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| Process for awareness

Founded on research on awareness and training

Translated to practical use with templates, examples
and a training on how to use the model

Adjusted to the goals for cybersecurity and
cyberresillience of the Dutch R&E sector (SURFaudit)

RISKMANAGEMENT PROGRAM PLAN
& BEHAVIOUR
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| Wait

How is theory going to fix Mark’s problem?
Yet another model?

Why?




| A complete approach

RISKMANAGEMENT PROGRAM PLAN INFORM & TRAIN

& BEHAVIOUR

Cause Strategic plan Campaign Metrics
Risks Operational plan Communication KPI
Target audience Commitment Tooling Report
Target behaviour Budget/capacity

am,



| Sounds complicated

How are we going to put this process in practice?



| Timeline

Validation HNL
Stenden
to increase validity
and visibility of this
model

Awareness Awareness
Survey 2026 Survey 2028
Start measuring Measure

adapation, use and
effectiveness

adaptation, use and
effectiveness

2026
Update CSY Training
campaign
Use the process to Developing a
create new hands-on training to

campaign material use this proces



| How about Mark?

With this proces he has the freedom to
choose his approach and the structure to
build a consistent awareness program

He’s getting training on how to use the model,
and examples from other institutions

The toolkit continues to be of use

Plus he doesn’t have to read tons of research
on awareness and behavior change




Thank you for
your attention!

&% Rosanne.pouw®@surf.nl

SURF
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