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Jan Landsaat
Privacy Officer

14 Years at Willem de Kooning 
Academy
Transitioned from Software Instructor 
to IT Manager
Member of the Privacy Working Group
Privacy Officer since March 2020



Hogeschool
Rotterdam
40,000+ Students

4,000+ Staff Members

66 Full-time, 5 Dual, and 29 Part-time Bachelor's 
Programs

7 Full-time, 2 Dual, and 17 Part-time Master's 
Programs

18 Full-time and 16 Part-time Associate Degree 
Programs

11 Institutes across 15 Locations

2 Centers of Expertise

6 Knowledge Centers

Various Services
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Executive Programme
Practical Approach and Decision-Making.

Governance Programme
Achieving Mandatory Compliance.
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We need to raise awareness.
December 2020
Ransomware attacks
Capacity
Our reach only goes so far.



Security & Privacy Team
• Privacy Officers
• Chief Privacy Officer
• Chief Information Security Officer
• Data Protection Officer
• Content Communications Specialist, Communications Advisor
• Crucial
• Weekly meetings
• Act fast and adjust
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Just do it.
We need content.
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Pitch to Alumni
Three Alumni, Illustration (Willem de Kooning Academy)
We asked them to pitch a 'Passwords' & Long(er) term awareness campaign.



Design by Mike de Vos



Design by Mark van Wijgerden



Design by Maria Mombers

Securely on your way to your holiday 
stay? Beware of a data dismay!

Your password can be quite 
the phish.



Executive Programme

Less talk more action
Launch it into the organisation.
Content Calender
 Data Breaches
 Password Strength 

Retention periods



Design by Maria Mombers



Staying Digitally Safe on Vacation - 8 Tips. I wasn't in a panic, I should have been.
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First ‘meaningful’ step.
June 2021
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So what sticks?
In the end we just don’t know.
Few statistics.
Practically no feedback.



Design by Maria Mombers



Design by Maria Mombers
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Phishing campaign
Go phishing
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Dear Landsaat,

We have temporarily blocked your webmail 
account because our service detected two 
unauthorized devices accessing it. Our service has 
taken this step to protect your account from 
someone who has gained access to your webmail 
account from other devices and locations.

How can I unlock my webmail account? The 
helpdesk needs to verify your webmail account, 
and you can do this by logging in through the link 
provided below.

CLICK HERE TO VERIFY ACCOUNT

Best regards, the helpdesk



Well spotted! Oops!
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More than one in five employees fell 
for a phishing email

Darn it, just when you're about to fish that  
PowerPoint out of your email for the lesson 
you have to give, you receive a message that 
your webmail is temporarily blocked. Not 
great. You immediately try to recover it, 
quickly click on the link. Oops!
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Any questions?
Not too many.
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This is too ad-hoc.
It requires a sustained approach.
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The Long Term
What will be the systematic solution?
Not to produce our own content.
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Market Research
• What are other educational institutions doing?
• Privacy Company
• Recourse, Bewust in Control; Consciously in Control
• ARDA, A Re-Design of Awareness
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ARDA
• Gamified Awareness
• Ready-made solution
• At your own pace
• Complete programme
• Compatible with Single Sign On
• Approx. 4 hrs. year one

• Influence on content
• User meeting
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ARDA Introduced
January 28th 2022, Privacy Day
Lobbying from the Security & Privacy team

Grafiek groei gebruikers sinds lancering tot verplichting



To ensure the digital security of 
Hogeschool Rotterdam, practice 'Stay 
Cyber Safe.'
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Any questions?
Not too many.



Governance Programme
Achieving Mandatory Compliance
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Creating governance.
Who is responsible?
Who do we need to convince?
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Three Lines Model
First Line

• Employees and 
operational teams 

• Directors (Deans, 
Heads of School, 
Principals)

• Privacy Liaisons

• Boots in the dirt

Second Line

• Compliance and Risk 
Management Teams

• Advise

Third Line

• Data Protection Officer

• Independent 
assessment
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Decentralised organisation.

Every department (school, institute) has it’s own director/dean.
It’s ‘their’ data.
It’s ‘their’ staff.
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Chief Information Security Officer
Data Protection Officer
Are important in this phase.
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Meeting with Director and Factsheet
Results of Phishing Campaign (1st round). 
Password Strength.
Active participants in ARDA (2nd round).

Data breaches.
Processings in the Register of Processing Activities.
Status Privacy Liaison.
De-centralised services and licenses.
Key Focus Areas
 - Retention Periods
 - Datamanagement
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Discussion & Follow-up
Discuss the Factsheet.
Make concrete agreements.
Shift in responsibilities.
 What do you want?
 How do you plan to resolve this?
 What can we do to assist you with this?
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External Factors
KPMG Security Audit. 
SURFaudit Privacy Assessment Framework.
Capability Maturity Model (CMM) 3.0 for each institution 2024.

Findings support the necessity.
Once again, arguments to be used.
Present to the College of Executives (Board).
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Data Protection Officer & Board of 
Executives
Generating enthusiasm for the idea.
Securing a sponsor.
Not laying the problem at the Board of Directors.
Discussing plans.
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Directors
Round 2 completed.
It’s time to… 
Make them an ‘offer they can’t refuse’.
Reviewed by a few deans.



Governance Programme

Proposition from the memo
We implement Arda across the entire university.

By September 1, 2024, 70% have completed at least 50% of the modules in Arda 
Year 1.

By September 1, 2025, 80% have completed all modules in Arda Year 1.

Included in the discussion cycle.

Managers have an overview through Arda.

Directors are ultimately responsible for the participation figures.

Privacy and security officers monitor the progress.

Proposition april 12th 2023
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April 2023
D-Day.
Memo presented at the directors' meeting.
Short presentation by the IT Manager.
Present: Data Protection Officer, Legal Affairs Manager.
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Communication
Communication Advisor.
Communication toolkit.
Setting up Intranet pages.
Frequently Asked Questions (FAQs).
Preparing an announcement:
 Directors.
 Managers (manual).
 All employees.
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September 12th 2023
ARDA live for all employees.
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The numbers, 19th october
A big step, but still room for improvement.

Participants Active Participants % active Never logged in Modules completed Modules offered % completed

5201 1895 36 % 2959 16972 53475 32 %

By September 1, 2024, 70% have completed at least 50% of the modules in Arda Year 1.
By September 1, 2025, 80% have completed all modules in Arda Year 1.
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Do we notice anything?
We get questions:
 What is a good password manager?
 Is this email from ARDA spam?

Questions from managers (leidinggevenden).
Many positive responses... credit to ARDA.



Now what?
• We're obviously not done yet.
• New round of meetings with directors.
• Evaluate Gamification
• Initial discussions about separate tracks (routes).
• Extended commitment.
• Engaging with Maria again on new content.
• Defining the scope of ARDA.
• Ultimate goal: intrinsic motivation.



Our biggest takeaways
• Collaboration between Security, Privacy, and Communication.
• Communication is an expertise.
• Sometimes it's simply good to gain experience.
• Long-term commitment was (is) necessary.
• Support from the College of Executives (Board).



End.
For now.
Any questions?




