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Threat landscape: UK Education sector
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• In 2023, 85% of Higher and Further 
Education institutions reported 
experiencing at least one cyber 
incident in the previous 12 months

• 50% of universities experience 
weekly cyber attacks or data 
breaches

• Ransomware and phishing ranked 
as the top two cyber threats
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Numbers of serious incidents involving loss of critical systems

• 15 Universities & Colleges
2020

• 18 Universities & Colleges

2021

• 21 Universities and Colleges

2022

• 18 Universities & Colleges

2023



Average 
downtime of 
critical systems

10–20 
days



Average direct 
impact costs per 
institution

£2M
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90% of successful cyber 
attacks start as a 
phishing email



The human factor in education and research

• Thousands of staff and students

• Multiple devices, some managed, 
many not

• But, people are the primary 
target, not technology

• User awareness is our first line of 
defence

• Investing in positive behavioral 
change pays dividends
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Jisc cyber posture survey 2022
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Top threat
Ransomware/malware 
is seen as the top 
threat for HE for a 
second year. The 
implementation of 
training for staff 
remains a priority, 
with a high proportion 
required to undertake 
this every year.

Top request 
A range of responses 
were received, with 
cyber security training 
emerging as the 
biggest request, as in 
the previous year.

https://www.jisc.ac.uk/reports/cyber-security-posture-surveys 

https://www.jisc.ac.uk/reports/cyber-security-posture-surveys


Awareness and training portfolio
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• Annual security conference
• Cyber Security Community via Teams
• e-learning modules
• Wide range of free and paid for 

courses and clinics



Ransomware incident response workshop

• Pre workshop scoping exercise: PingCastle scan and review of existing 
major incident plans

• Full day workshop delivered in two parallel strands: IT and SMT

• Scenario shared with both teams: observe response, interaction 
between IT and SMT, decision making, delegated authority, comms…

• Designed to test: uncomfortable, stressful, highlight good practice and 
areas for improvement

• Concludes with a feedback session with both teams in one room

• Follow-up report covering observations and recommendations 
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Checklist for senior leaders
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https://repository.jisc.ac.uk/8549/1/cyber-security-16-questions-checklist.pdf 

https://repository.jisc.ac.uk/8549/1/cyber-security-16-questions-checklist.pdf


Cyber posture self assessment

• Large UK university
• Used checklist to benchmark cyber 

posture
• Presented to board with three-year 

plan
• Significant increase in cyber 

budget
• Fivefold increase in dedicated 

cyber staff
• Increased awareness of cyber risk 

and its business impact
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Working with partners
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https://www.ncsc.gov.uk/files/Stay-safe-online%20Final%201.png 

https://www.ncsc.gov.uk/files/Stay-safe-online%20Final%201.png


Any questions?
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https://www.jisc.ac.uk/staff/mark-tysom
https://beta.jisc.ac.uk/training?categories=3
https://www.jisc.ac.uk/cyber-security

https://www.jisc.ac.uk/staff/mark-tysom
https://beta.jisc.ac.uk/training?categories=3

