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Requirements on ML

● Fast response to changing 
attacks

● Low false-positives
● Good performance
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Autoencoder

● Artificial neural network
● Reconstructs it’s input on output (X = Y)
● Minimizes reconstruction error RMSE(X,Y)
● Trained in unsupervised manner (only legitimate traffic)
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Autoencoder - anomaly detection in packets
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Experimenting with autoencoders

● Uses sFlow (sampled packets)
● Aggregates “windows” of traffic 

by source IPs
● Features typical for attacks are 

extracted from the windows
○ Timestamp, L4 ports, payload 

length, …
● Result is a list of malicious IPs
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Autoencoder test results

Threshold: 100;  Recall: 0.99;  Precision: 1.00;  Accuracy: 0.99

First 6 windows collection, 1% packets 
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How do we help 
networking professionals 
to configure this correctly?
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Configuation
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Configuation
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Configuation
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12

Autoencoder instance

Administrator

Learning 
rules

Detection 
rules

Blocking 
rules



Configuation
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Integration into our system
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Integration into our system
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Integration into our system
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Integration into our system
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Integration into our system
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Integration into our system
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Experimental integration
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Conclusion

● Traditional methods are still 
needed as a pre-filter

● More complex attacks can be 
handled by machine learning

● Performance needs to be 
improved for production
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Thank you

Any questions?

Jakub.Man@cesnet.cz
ddp@cesnet.cz
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