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Enhancing member 
satisfaction about 
security of your NREN
With certified security & suitability classification



      

About

SURF Utrecht

SURF Amsterdam

Around: 

• 500 staff

• 60 IT services

• 100+ members/institutes

100+ Members:

• Vocational and adult education

• Higher education

• Universities/scientific education

• University medical centres

• Research institutes



ISO 27001 certification
Suitability classification



   

Security Framework 

Global ISO 27001/27002 standard for 
infosec
January 2024: 

• 24 SURF services under the ISO 27001 
certification

Scope: “computing, data storage and analysis, 
visualisation, authentication, authorisation and 
cloud and grid services”

An external audit takes place annually in which 
compliance with this standard is tested.



cyber resilience

Why??

nationwide programme cyber resilience 
educational sector

digital defence

Ministry of Education, Culture, Science

NIS2

the stakes are high

surge in cyber attacks

cyber attack 2019 
Universiteit MaastrichtWe are SURF!



   

Compliance is not security

This is true. Of course. Yes.

Framework says:

<<some number – physical measures>>  
“A security gate is required to secure the premises and 
entrance of a building with your server room.”

Implementation for compliance:

A security gate is installed

Actual “compliant” situation: 



It is not about
nonconformities

It is about effectiveness



  

We actually
aim to improve 



  

To prevent



ISO 27001 certification where relevant (48 services of 60)
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ISO 27001 en route BIS (n/a)
BIS = Baseline Information security SURF



   

ISO certification roadmap

Kick-off
Online meeting 
after maturity 

surveys

Baseline/GAP
questionnaire

Themed sessions
Classification, risk 

analysis, BIS, ISMS and 
tool, documentation, 

audits, specific infosec 
topics

Walk-in clinics
After themed 

sessions, also for 
helping/sharing

Ongoing help
Templates, 

supervised session 
(risk analysis), best 
practices, intranet, 

approachable

Internal audits
Run-up to the 
external audit

12 to 15 months

Chats
Quick response

via chat



   

Keeping collegues motivated

If we’re not drowning in our work, 
we’ll drown in regulations on top 

of the work

How not to drown?



   

Help, support, advice from the CISO team

Clear roadmap
Programme

All topics covered
Themed sessions

Teams, intranet
Online collaboration

Documentation, recorded 
sessions, Q&A, explanations 

Documentation

Clear focus when you know 
what you need

ISMS tool/GAP
Questions, questions, help
Online walk-in sessions

Help for the team in guided 
sessions

Tailored help
Quick help, …. and off you go

Chats, quick response



  

Online sessions Lorem ipsum

Run-up Determining maturity level

1 – Kick off ISO 27001, H4-H10: ISMS & governance and 
discuss results baseline measurement

2 – Classification (CIA) 
& risk analysis

After this session, we will schedule risk 
workshops to get you started (where 
required)

3 – Baseline Best practices, how to use, on what to focus

Time GAP, risk analyses, getting things in order, 
individual help teams

4 – Base27 Explanation on our ISMS tool

5 - Documentation What documentation do you need, where 
do you find policies, procedures, templates

6 – internal and external audits How to go about audits, what to expect, 
why you must not worry

7 – concluding session Last questions, panic, help

7 steps in 7 months

In between: walk-in clinics

Most important: 
risk analysis and classification

Most difficult:  
change management, IAM, 
supplier assessment

Roadmap



Next up:
_________________
internal audit

+ 3 to 4 months:

external audit



Baseline Information Security 
SURF (BIS)



Evel Knievel



   

Protection level, 
example: exam results

Score Confidentiality Integrity Availability

Basic X X

High X

basic high basic

Result B H B

This CIA score is for the service as a whole

CI  = High
A = BasicSo:

Tools: 
• Excel-template CIA score 
• Business Impact Criteria (risk based, monetary damage) 

Same measures 

H

Guideline: the protection level 'Basic' at SURF is 
approximately appropriate for information with 

confidentiality labels 'public', 'internal' and 'confidential'



 

Easiest approach to determine the protection level

What is applicable in your situation?

Up to € <amount>

From € <amount>





Chapter Sub-chapter ISO 
2700
2

ID Control/measure Classifica
tion

Responsi
ble

Procur
ement
?

Explana
tion

Version Keywords

Management 
of company 
resources

Information 
classification

8.2.1 8.2.1
.1

The information in 
all Information 
Systems is 
classified through 
an explicit risk 
assessment, so 
that it is clear 
which protection is 
needed.

CIA
Basic

Service 1.1 classification

Baseline Information 
Security SURF (BIS)



Suitability Classification



   

Suitability classification

Tip: The lowest protection in a chain usually determines the 
overall suitability rating. 

• Is derived from the CIA score, i.e. the level of protection. 
• Is a tool for the purchasing institutions. 
• We publish the Baseline related to the score, so security professionals can look up what to expect
• All rights reserved (it is an aid, a tool, not a contract). 

Designation at SURF service: 

Service X is suitable 
for data/information with a classification 

CI: B/H and A: B/H



Communication: our website





  

New situation website

Service ISO 27001 
certified?

Availability Integrity &
confidentiality

Domeinen Basic Basic

SURFcertificaten Basic Basic

SURFsoc Basic* Basic*

iRODS Hosting Basic Basic*

RDM Storage Scale-out basic Basic*

* Under evaluation for the protection level ‘high; for availability or integrity/confidentiality



Tools … making things easier





   

Information confidentiality labels

Which information

Financial data

Technical information

Personal data

Special categories of personal data

Strategic information

Commercial information

Research data

Confidentiality (sensitivity) label

Public

Internal

Confidential

Strictly confidential/secret

Note: institutions determine this for themselves

Guideline: the protection level 'Basic' at SURF is 
approximately appropriate for information with 

confidentiality labels 'public', 'internal' and 'confidential'



  

BIC – Business Impact Criteria



  

You express availability in a a percentage. But what exactly 
does it mean?
99,00 percent 3,65 days

99,50 percent 1,83 days

99,80 percent 17,52 hour

99,90 percent 8,76 hour

99,99 percent 52,56 minutes

99,999 percent 5,26 minutes

99,9999 percent 31,5 seconds

99,99999 percent 3,15 seconds

Availability from 'high' translates at SURF 
into approximately 99.97 to 99.98 per 
cent (maximum two hours). 

It is important to look at the second 
decimal place in the procurement 
agreements/’SLA. 

Even though 99.9% seems high, the 
availability percentage of this level is 
'basic'.



   

Tool with CIA classification

Help questions in Excel
Direct download: 

Download dit Excel-template

Dutch only

https://confluence.ia.surf.nl/download/attachments/76311238/Template%20BIV-score%20SURF.xlsx?version=1&modificationDate=1689935346385&api=v2&download=true


  

Risk analysis
1. Copy template + new Confluence page
2. Who takes notes?

Hulpmiddel: RAVIB dreigingen



  

Kans * Impact = Risicoscore

Impact 
*

  Kans
1 2 3

3 3 6 9

2 2 4 6

1 1 2 3



  

Service

Component 
(SURFconext)

Risk ownership in a chain of services

Basic/High
Risk owner for this 

service 

Assess if sufficient
Must components comply?
Know what to do if they fail
Suppliers is risk owner

High/High
“supplier”, risk owner of 
this service
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