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Team Trust & Identity 
@SURF

Team trust & identity development

• Exploring and building new solutions and
services

Team trust & identity operations

• Operations of trust & identity services

Our services

• SURFconext

• SURFsecureID

• SURFresearch access management

• eduID
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A brief history lesson

Started with hub & 
spoke and 5 IdP’s

2007

SURFfederatie

SURFfederatie = 
SURFconext

SAML login + group 
management

2013

Software quality, 
support and releases

2014

Professionalizing 
operations

OpenID Connect

Service providers can 
connect via OpenID 

Connect

2017

Third-generation 
guest IdP, but the 

beginning of 
something new

2020

eduID as guest IdP

2022

ISO 27001

ISO 27001 certified
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Growth of the number of logins
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Why hub & spoke?

Multi-Protocol support
Easy integration of protocols 
like OIDC and simplifying the 

introduction of new 
authentication mechanisms.

Flexibility
Allows fast development 

and supports institution’s  
choices (e.g., Microsoft) 

centrally, streamlining new 
developments like eduID.

Expertise optimization
Efficiently leverages 
specialized knowledge at 
SURF, reducing duplication 
and improving resource 
allocation.

Single Connection
Institutions and service 
providers only need to 
establish and maintain one 
connection
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Hub & spoke

• The user authenticates at the 
home institution (identity provider)

• Attributes can be shared with the 
service (service provider)

• Single sign on

Only one connection

• Trust is organized centrally

• Extra features: stats, dashboards, 
strong authentication etc.

SAML

SAML + OIDC



Authentication flow 
SURFconext (SAML)
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Authentication flow 
SURFconext (SAML)
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Demo Profile

https://profile.surfconext.nl/
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SURFconext: The IdP 
perspective

• One technical connection 

• IdP dashboard provides insight in all 
connection related information (statistics, 
privacy information available service 
providers)

• Technical expertise provided by the 
SURFconext team
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IdP software products distribution



Demo IdP Dashboard

https://dashboard.surfconext.nl/
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Wait, how about eduGAIN?

SURFconext is a true proxy

We publish a unique SSO endpoint for every IdP:

https://engine.surfconext.nl/authentication/idp/single-sign-on/key:20230503/613fe2325e027d8b02ff49c9d10521d7"

https://engine.surfconext.nl/authentication/idp/single-sign-on/key:20230503/583ece5a5636f8ee068742c66dfc1cd5"
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SURFconext: The SP 
perspective

• Single connection to potential 200 IdP's

• Choice between OpenID connect and SAML

• Connect APIs with SURFconext API security

• Self service dashboard to manage 
connections



Demo SP Dashboard

https://sp.surfconext.nl/


Text + Image (m)

SURFconext: The operator 
perspective

• Manage is the application for administrators 
to configure SURFconext. SP and IdP 
configuration, ACL’s, ARP, consent and more.

• One central database (Mongo) used by 
Engine, IdP and SP dashboard and Manage.



Demo Manage
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OpenConext

▪ Everything developed in the open on 
GitHub, free to use and contribute

▪ Modular system: start small and add 
components when you need them

▪ Used by several federations, with a 
community of users and contributors
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OpenConext





OpenConext.org

https://www.openconext.org/
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What do you need to run a 
hub & spoke federation?

In order to facilitate:

• 3000 logins per minute / 200 IdPs / 2000 SPs

• Run & develop OpenConext

• Hold webinars for the R&E community

We need:

• 25 VM's for production (87 in total, including test and staging, 
management VMs etc)

• 5 employees
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Technologies used

• PHP

• Java

• MariaDB

• MongoDB

• Haproxy

• Docker
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No worries!

• OpenConext runs on one VM

• Start small

• If you use OpenConext, we provide helpful support via our Slack workspace

• We are transitioning to Docker, ensuring OS independence 
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SURFconext: 
the future

eduID 

• Now: guest IdP

• Future: account for education and 
research in the Netherlands

SURFconext 

• SP proxy for eduID

• Enhanced integration options for SPs 
and IdPs

• Authorisation

SURFconext is the enabler for the 
transition to eduID and wallets



?????



surfconext.nl

openconext.org

https://www.openconext.org/
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