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At Nokia, we put security at the center of everything we do

Confidential

Trusted 
systems

Trusted 
supplier

Trusted
connectivity

Security intelligence 
& automation

• Global security governance

• Strong security operations 
and business continuity

• Secure supply chain

• Secure development processes

• Secure products 
(software and hardware) 

• Secure  network operations*

• Line-rate DDoS filtering 

• Line-rate, quantum resistant 
L1/L2/L3 encryption

• Security gateways & firewalls

Quantum-resistant  L1/L2/L3 encryption – any service, any port, any time

• Big data DDoS analytics and 
auto-mitigation

• Cybersecurity Dome*

DDoS 
filtering

DDoS 
filtering

* CNS Security PortfolioNokia is the ‘vendor of choice’ when it comes to selecting the telecom equipment vendor with the 
lowest risk profile as defined by the ‘strategic measures’ in the EU’s 5G Risk Mitigation Toolbox
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Data-in flight protection : The locks and the keys
Essential components for quantum-safe communication

Data in-flight protected connectivity 
(AES256) 

Locks
(Encryption) 

Keys
(Generation,

distribution and management)

Quantum-safe 
networksDistribution

The combination of locks and keys assure quantum-safe networking

True random numbers 
assure key quality 

(foundation)

Key strength 
and distribution 

(tool)

Quantum-safe 
(result)
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SSL/TLS encryption

TCP/UDP privacy and 
data integrity protocols

IPsec

ANYsec

MACsec

OTNsec

Nokia Quantum-Safe Networks
A multi-domain, terrestrial and subsea transport solution for data in-flight protection

Complementary today and tomorrow Quantum-Safe cryptography 
creating the backbone of Quantum-Safe communication

Defense in-depth
Adapted cryptography

Dynamic

Engineered

Terrestrial 
optical 

networking

SLTE optical 
networking

IP
networking

Microwave
networking

Quantum Safe Networks
Data-in flight protection with quantum-safe cryptography

Pre-shared 
key

distribution

Centralized 
key

distribution 

Quantum 
key 

distribution 

PKI PQC
key 

distribution

Math-based asymmetric keysPhysics-based symmetric keys
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Initial blueprints to adapt to your network realities
Allowing for a common outcome: Quantum-Safe Networks

Your quantum-safe roadmap: Begin today and adapt to tomorrow's innovations

Cryptography today and tomorrow – A journey in the making now!

Satcom QKD hybrid blueprint

A

Connectivity
enabler

Nokia SMS

QS-key orchestrator

Satcom
QKD-Link

Quantum key
management

Connectivity
enabler

Sensitive
data

Sensitive
data

QKD hybrid blueprints
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Nokia SMS

QS-key orchestrator

QKD-Link

Quantum key
management

Connectivity
enabler

Connectivity
enabler

Sensitive
data

Sensitive
data

4 5

QKD enablerQKD enabler

Classic blueprint

Nokia SMS

Connectivity
enabler

Connectivity
enabler

Sensitive
data

Sensitive
data

2

Central key authority
and key generation

Pre-shared blueprint

Connectivity
enabler

Connectivity
enabler

Sensitive
data

Sensitive
data

1
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Nokia QSN for HellasQCI
Orchestrated QKD Key delivery  - stepwise PoC

Nokia confidential

DC 2

QDN1 node 1

DC 1 DC 3

SOC

Encryptor
13

Encryptor
31

QDN1 node 2

QKD  A1 QKD B1 QKD A2

QDN Layer

Nokia SMS

Transport

Network

with

Encryptors

Ka1b1

Ka1b1

Ka1b1
Ka2b2

Ka2b2
OTP

Ka1b1

QKD B2

QDN1 node 3

QKD Layer

1830 PSI-M 1830 PSI-M
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Ready to trigger your Quantum-Readiness Roadmap? 

The time is now! Deploy now!

Engaging innovation now!Interact with us now!

As quantum computers become 
increasingly powerful, the risk of 
cyberattacks grows. The time is 
now to start your Quantum-Safe 
journey and safeguarding your 
sensitive data against the potential 
threat of quantum computing. 

Our solution is ready. It address the 
urgent need for Quantum-Safe 
security, but it also has the flexibility 
to gracefully evolve with tomorrow's 
innovation. By deploying our 
solution now, organizations can 
ensure their infrastructure is secure 
and future-proofed.

Building rich global ecosystems with 
our customers and partners and 
sharing expertise to drive 
development of future technology.

Engage innovation now with 
Quantum-Safe Networks. Future-
proof your critical infrastructure with 
our deployable solution that evolves 
with tomorrow's advancements.

Empowering you with 
unshakable trust for 
your critical networks

New   : June 20th




