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Identification
Who are you?

Authentication
Proof who you are

Authorisation
What can you do?

Identification – Authentication – Authorisation

• Access control list

• Permissions based on 
userID, attributes or 
group membership

• Username/Password

• MFA (fingerprint, 
token)

• Pin

Identifying attributes:

• UserID

• Name

• E-mail



Classic vs. Federated access

‘Classic’ access
• Identification + authentication: register account and 

password at each service

• Authorisation: permissions given (eg. based on 
subscriptions) by the service

‘Federated’ access
• Connection with central login system (Identity & 

Access Management)

• Authentication is done external from the service

• There must be trust between the service and the 
identity provider











SURF Research Access Management

For researchers who collaborate
• Manage access to multiple services in one place

• Delegate user management to others

• Invite users from all over the world, using their 
institutional account

• Also collaborate with ‘guest’ users

• Get notifications about inactive collaborations and 
users

• Comply with institutional policies and regulations

For services
• Stop storing passwords and no more “I forgot my 

password” emails

• More confidence that users are who they say they 
are, and that they really are researchers, teachers 
or students

• Ensure all users logging in use MFA

• Even ‘guest’ users

• Choose for which organisations your service 
becomes active
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Thank you for 
your attention!


