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Scope  of Cobit 5 for risk

 Risk function
 What is needed to build and  

sustain effective core risk 
governance and  management 
activities

 Risk management
 How the core risk 

management p rocess of
identifying, analysing, 
respond ing to and  report on
risk can be  assisted by the
Cobit 5 enab le rs
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A key information for the Cobit 5 core risk 
management p rocess (APO12) is risk scenarios

 Top-down approach

 Bottom-up  approach

 Enablers

 Risk management p rocess

 Risk factors
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 Actor —Who generates the threat 
that exploits a vulnerability?

 Threat type (the nature of the 
event)—Is it malicious? If not, is it 
accidental or is it a failure of a well-
defined process? Is it a natural event?

 Event—Is it disclosure of confidential 
information, interruption of a system 
or of a project, theft or destruction?

 Asset/resource —On which the 
scenario acts. An asset is any item of 
value to the enterprise that can be 
affected by the event and lead to 
business impact.

 Time—Dimension, where the 
following could be described, if 
relevant to the scenario: – The 
duration of the event, e.g., extended 
outage of a service or data centre
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Characeristics of good scenarios
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Generic risk scenarios
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Risk scenario categories

 Portfolio estab lishment and  
maintenance

 Programme/ projects life  cycle  
management

 IT investment decision making
 IT expertise  and  skills
 Staff operations
 Information
 Architecture
 Infrastructure
 Software
 Business ownership  of IT

 Supplier
 Regulatory compliance
 Geopolitical
 Infrastructure theft or destruction
 Malware
 Logical attacks
 Industrial action
 Environmental
 Acts of nature
 Innovation
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Risk type

 IT benefit/ value enab lement risk
 Associated  with (missed) opportunities to use  technology to improve the  

effic iency or effectiveness of business p rocesses or as an enab ler for new 
business initiatives

 IT p rogramme and  project de livery risk
 Associated  with the  contribution of IT to new or improved  business solutions, 

usually in the  form of p rojects and  p rograms
 IT operations and  service  de livery risk

 Associated  with the  operational stab ility, availab ility, p rotection and  
recoverab ility of IT services, which can b ring destruction or reduction of value  to 
the  enterp rise



13

Risk scenario outcome

 Positive  outcomes are  scenarios that can result in value  creation 
or p reservation. 

 Negative  outcomes are  scenarios that can result in value  
destruction or failure  to gain.
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Generic risk scenarios – example 2
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Using Cobit 5 enab lers to mitigate risk scenarios
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Examples of risk scenario analysis
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Practical approach to deve lop risk scenarios

1) Use a lis of example generic risk scenarios to define an initial se t of concre te risk scenarios for the
organisation

2) Perform a validation against the business ob jectives for the organisation

3) Refine the se lected scenarios based on the validation; categorise them to a leve l in line  with the
criticality of the organisation

4) Reduce the number of scenarios to a manageab le se t

5) Keep all risk in a list so they can be  reevaluated in the next ite ration and  included for de tailed analysis
if they became re levant

6 ) Include unspecified event in the scenarios to address incidents that are not covered by the spesific
generic scenarios
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Should we look more  into build ing risk scenarios 
(my op inion)?

 Descision makers wil more  like ly understand  the risk

 Give the management an idea of what is the positive outcome of
doing things right

 Bring knowledge to what controls have  effekt on the e lements of risk 
leve l (like lihood and  consequence)

 Risk scenario examples will give you new ideas on risk area

 Should only be  used  in the b ig p icture , not when assessing risk for a 
spesific system or p rocess (overarching level)

 It is time consuming
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