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Policy Development Kit (reminder)
Many thanks to Hannah Short (CERN)
Slides shown by her at WISE in Oct 2021
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• In 2017 the AARC project highlighted Policy training as 
a priority, the AARC2 project tasked with providing it!
• Interest from additional groups e.g. WISE, EUGridPMA
• WISE SCI refers to the need for multiple policies but no 

concrete examples provided
• Research Communities were asking for help getting started 

with policies and related documents (this has continued...)

• Since then
• Published PDK https://aarc-community.org
• Agreed to be maintained by WISE
• Practical experience gathered
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Policy Development Kit - Background
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• Which policies? Work backwards from SCI
• Top level policy

• Operational Security
• Membership Management 
• Data Protection

• Sources of inspiration?
• EGI
• CTSC
• ELIXIR
• ...
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Policy Development Kit - Content
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Policy Development Kit - Content 
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Evolution

Infrastructure Changes Comment Link

HIFIS (previously 

HDF)

Initial users (and one 

of main contributors)

https://hifis.net/doc/helmholtz-

aai/policies/

ELIXIR Added Terms of Use Focused on the AAI only rather than 

the entire Infra. Dropped Top Level

ToU 

https://docs.google.com/document/d/10

DBkPr_zWpFJPWTav8SMw61IVExIU0

349pUkBl9cLjw/edit#

IRIS Significantly modified 

Top Level policy and 

Service Operations 

Security Policy

Emphasis on standalone, short 

policies

SOSP https://www.iris.ac.uk/wp-

content/uploads/2021/05/IRIS-Service-

Operations-Security-Policy.pdf

EOSC Built from IRIS’s 

Service Operations 

Security Policy

Much more loosely coupled 

infrastructure than anticipated by PDK

SOSP 

https://docs.google.com/document/d/1a

8TQAfOnB0CADo_n5nn7-DQX6jV7Iz-

2i90hBAzMgGY/edit#heading=h.eyau14

31a74f
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Comparison table

• Work done by Ian N to compare the Service Operations PDK 
version with IRIS and EOSC

• Key changes pulled out for discussion later :)
• https://wiki.geant.org/display/WISE/Policy+Development+Kit
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Maintenance of AARC PDK
(now rest of slides from Dave Kelsey)
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AARC PDK - Current work

• WISE SCI working group has restarted
• In Autumn 2021
• Meeting roughly every 2 weeks
• Chaired by Hannah Short (until December 2021)

• Then by Dave Kelsey (from January 2022)

• Start with “Service Operations Security Policy”
• Lots of interest in Infrastructures having clear policies about what is 

required for participating services

• Next topic – agreed by SCI-WG in January 2022
• update AARC guidance on Data Protection

• https://wise-community.org/policy-development-kit/
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Service Operations Security Policy

• Draft completed

• Next step - consultation of
the WISE Community
• Comments, suggestions, changes, feedback

• Consultation starts here today!

• Then we can publish the updated 
version of this AARC PDK component
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Service Operations – draft text (1)
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Service Operations – draft text (2)
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Service Operations (3)
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Now to AARC PDK guidance on Data Protection
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Guidance on Data Protection (e.g. for GDPR)

• The original AARC PDK and related guidance on this topic:

• Policy on the processing of personal data
https://docs.google.com/document/d/1QseGQVzUQqvosqhjkF2qlHUI4Swlhgb8oDe8N
6NWcqE/edit?usp=sharing

• Privacy Policy https://docs.google.com/document/d/1ZU7VjH3g7qcfWcz0Z8TTv-
vQiVoRA_wOsuMyJaz28Og/edit?usp=sharing

• https://aarc-project.eu/wp-content/uploads/2016/12/AARC-
DNA3.5_Recommendations-for-Processing-Personal-Data_2016_11_07_v4_DG.pdf

• https://aarc-project.eu/wp-content/uploads/2018/05/AARC-G042-Data-Protection-
Impact-Assessment-initial-guidance-for-communities.pdf
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Old AARC PDK policy templates 
(Personal Data) - just some parts
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Life Science Login Service (input to SCI-WG)

• An AAI service which used the AARC PDK as templates for several of its 
policies https://lifescience-ri.eu/ls-login/

• The Life Science Login service has published (Jan22) its policies at:

• https://lifescience-ri.eu/ls-login/policy-on-the-processing-of-personal-data-of-the-ls-
aai-service.html

• https://lifescience-ri.eu/ls-login/privacy-notice-for-life-science-login.html

• SCI-WG compared the LS Login documents with the AARC PDK versions

• Result of comparison

• They used the AARC PDK templates with very few changes

• Main difference – 10 years data retention (common practice in Life Sciences data)
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REFEDS Data Protection Code of Conduct V2

• Update of old GEANT CoCo V1 – for GDPR
• https://wiki.refeds.org/display/CODE/Code+of+Conduct+1.0

• Initially hoped for approval by EU authorities

• But not done  – document is now guidance for best practice

• REFEDS V2 consultation has now ended
• To be published (by REFEDS not GEANT)

• https://wiki.refeds.org/display/CODE/Code+of+Conduct+2.0
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REFEDS Code of Conduct V2
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SCI-WG work on AARC PDK – Data Protection

• We will (next) update the policy template and the template 
Privacy Notice

• May have multiple approaches based on what different 
Infrastructures currently do

• The updated AARC PDK guidance will also reference the new 
REFEDS Code of Conduct V2

• Aim to include input from outside of the EU (not just GDPR)

• Please join us - to help update the templates!
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Questions & Feedback
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