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Microdep funamental

* |nitially a measurement project (since 2010)
* Today a measurement system and a project

* Objectives

- Reveal network dependability issues at fine
grained level by end-to-end measurements

- Improve routing in NRENs and the global Internet
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System detalls

* End-to-end measurements 24/7 | = Realtime event analysis
- 100 packets/s probe traffic - Packet-loss (gaps)
- 60 per hour traceroutes - Queues (jitter)
~ ICMP response monitoring - Route failures and changes
(traceroute)

* 51 nodes, 212 flows in Norway * Joint event anomality and alarms

* 24 nodes, 238 flows globally via ELK (potentially ML based)

- 8 DC-nodes (amazon, azure,
google)
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* perfSONAR integration in progress




Results from analysis
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Other results views
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Traceroute charts from stockholm-mp to madrid-mp(192.148.201.15) on 2022-04-05 #1 Queue(ms)
Previous | [ Next_[simple | | Full| [ stop  |start| Raw traceroute | Loss summary |
Tave | Hops | Doce From stockholm-mp to madrid-mp on 2022-04-05 for h_ddelay
0.0657
0.060 |

Fsz;“’*:’\ \,7 L 0.055

0.050-

0.045

0.040

0.035

0.0304

0.025 . | { \/—\'
0.020- UM \_/

0.015

poning table enty. Select node o scrol o table enty. Drag nodes (o fx 0.0104

Dashed lines means there are non-responding routers between nodes. Color scale is log(e) responses. Hover nodes o see inks and corr
raceroute dvs ingen rute videre.

0.005+
. id- = 0.000 +—— ‘ ‘ ' . ' '
Traceroute charts from stockholm-mp to madrid-mp(192.148.201.1% 03 AM 06 AM 09 AM 12 PM 03 PM 06 PM 09'PM
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Topology Hops Docs
Hop Router A ms Min Max Sdv Loss% Seen Address Start End Error +7|
[1lsetabswaotnorduner || o2l 01 16] 01 0oo%|s1s6] #2 heatmap
2 se-sthb.nordu.net 1.0 04 298 1.9 4.56% 3661 109.105.97.182 05 00:00:05 05 22:34:44
-tug.nordu.net 07 02 244 13 9.59% 3940 109.105.97.180 0500:00:05 05 22:34:44

setug-nordu.ne > Heatmap dragonlab, gap from 2022-04-05 for 24 hours for down_ppm

3 dk-bal2.nordu.net 11.6 10.0 29.2 3.4 0.33% 1202 109.105.97.10 05 00:00:05 05 22:34:44
e: 6

dk-ore.nordu.net 9.6 8.6 260 2.6 240% 609 109.105.97.130 0500:00:05 0522:34:44 Range: [ 0.6, undefined]

se-tug.nordu.net 12 03 328 2.8 67.58% 2062 109.105.97.245 05 00:00:05 05 22:33:41
4 dikbal2.nordunet 111 95 463 4.1 2.37% 2058 100.105.97.249 0500:01:00 05 22:33:41 saopaulo-mp

dk-eshj.nordu.net 159 14.6 412 3.1 0.25% 3982 109.105.97.3 05 00:00:05 05 22:34:44 Zurich—mp

dk-bal2.nordu.net 118 10.1 469 4.4 2.26% 2037 109.105.97.10 0500:00:05 05 22:34:44
5  nl-ams.nordu.net 22.8 207 87.9 5.0 0.12% 4093 109.105.97.75 05 00:00:05 05 22:34:44 auckland-mp

dk-eshj.nordu.net 16.2 14.1 62.0 4.9 0.90% 4059 109.105.97.3 05 00:00:05 05 34:44
6  ukhexnordunet 262 254 71.3 2.8 0.02% 4040 109.105.97.125 0500:00:05 05 22:34:44 :openhagen-mp

nl-ams.nordu.net 23.0 202 77.9 6.0 0.14% 4149 109.105.97.75 05 00:00:05 05 22:34:44 azurene-mp
7 nordunet.mxl lon.ukgeant.net 264 255 718 3.6 0.10% 4080 62.40.124.120 0500:00:05 05 22:34:44

uk-hex.nordu.net 26.0 24.9 65.8 3.0 0.00% 4112 109.105.97.125 05 00:00:05 05 22:34:44 byasen—mp
8  ae6.mxl.lon2.ukgeantnet 271 263 763 2.8 0.00% 3998 6240.98.37  0500:00:05 0522:34:44

nordunet.mx1.lon.uk geant.net 264 250 781 4.0 0.00% 4197 62.40.124.129 05 00:00:05 05 22:34:44 stockholm-mp

ae5.mx1.parfr.geant.net 337 327 793 34 0.00% 4070 62.40.98.179  0500:00:05 05 22:34:44 trondheim-mp

ae6.mx1.lon2.uk.geant.net 27.0 25.8 69.8 3.2 0.00% 4126 62.40.98.37 05 00:00:05 05 22:34:44

aed.rtl.bil es.geant.net 447 438 874 33 0.00% 4111 62.40.98.222  0500:00:05 0522:34:44 ytelse-tos

ae5.mx1.par.frgeant.net 335 32.2 785 3.6 0.00% 4085 62.40.98.179 05 00:00:05 05 22:34:44

aed.rtl bil es.geant net 444 432 831 3.1 0.00% 4073 62.40.98.222  0500:00:05 05 22:34:44 praha-mp

rediris-ap3.bil.es.geant.net 445 440 636 1.8 0.00% 4123 62.40.127.183 05 00:00:05 05 22:34:44

ehu.rt2.ethtrunk5.ciemat.rt2.mad.red.rediris.es 53.5 52.9 729 1.7 0.00% 2053 130.206.245.5 05 00:00:05 05 22:34:44 adE/ . aZUr auck Sao am arn Cgp Zuf,' f'nad . QUO
aide. - rene.p,'“Klang.  Paujy 1920n,,,, 1320n s Penh, Ch., rig_r 0Gles.
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Gaps / packetloss events

sum loss dragonlab

* Windows of 2000 pkts -> min one-way delay

W Sum down(min)

 Gap event =5 or more pkts lost, i.e. 50 ms
downtime

- 5 successfull pkts ends gap

 Stats on head and tail of gaps (50 pkts) B~ v el e

* Smaller gaps + other stats in daily summary
reports

dragonlab count tot

261 6,672,609 25,565.552

Count sum ms Average tloss
count dragonlab

April 4th 2022, 20:59:41.014
W Count (31)
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n L] x
#1 Queue(ms) #2 Jitter(ms)
Q u e u e S / J I tte r eve I I tS From amazonuw2-mp to adelaide-mp on 2022-04-04 for h_jit
0.457
0.40

* Jitter definition from RTCP (rfc???)
applied

— ... but show only minor variances

— Order of few ms

#1 Queue(ms) "

o Queue_bU||dup events by Change |n From amazonuw2-mp to adelaide-mp on 2022-04-04 for h_ddelay
differential one-way delay | |

- (delayB — delayA) — mindelay
— Order of 10-100 ms
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Route fallure events

* Route failure = «never ending» traceroute

* Detect periodes with route failures
— Find «* * * * * *5 at max-hops

* Report ICMP errors
— Network unreachable (N!)

traceroute to 109.185.116.52 (mp-cph.nordu.net) 3@ hops max, 60 byte packets
160.64.102.1 (100.64.162.1) 0.578 ms 0.715 ms 0.815 ms 108.64.162.2 (100.64.1@
195.178.64.232 (195.178.64.232) 0.844 ms 100.64.08.1 (100.64.0.1) 1.632 ms 195.
195.113.235.89 (195.113.235.89) 0.777 ms 0.753 ms 0.750 ms 195.178.64.232 (195
195.113.235.89 (195.113.235.89) 4.105 ms 62.40.124.29 (cesnet.mxl.pra.cz.geant
62.40.124.29 (cesnet.mx1l.pra.cz.geant.net) 8.550 ms 8.526 ms 0.525 ms 0.572 ms
62.40.98.69 (aed.mx1.ham.de.geant.net) 15.379 ms 62.408.98.192 (ae8.mxl.fra.de.
62.40.125.206 (nordunet-bckp2-gw.mx1.ham.de.geant.net) 15.350 ms 15.468 ms 62.
62.40.125.206 (nordunet-bckp2-gw.mx1l.ham.de.geant.net) 15.409 ms 109.105.97.56
109.105.97.197 (dk-ore-sw-aBl.nordu.net) 20.597 ms 109.105.97.207 (dk-ore-sw-a
16 109.1085.99.180 (dk-ore-fw.nordu.net) 208.117 ms 208.079 ms 20.237 ms 189.185.97.
11 189.185.116.52 (mp-cph.nordu.net) 20.780 ms 20.973 ms 109.105.99.186 (dk-ore-f
1649029226 starttime 01:40:26
traceroute to 189.105.116.52 (mp-cph.nordu.net) 38 hops max, 60 byte packets

1 100.64.102.1 (100.64.162.1) 0.424 ms 100.64.102.2 (100.64.102.2) 0.584 ms 180.
2 100.64.0.1 (100.64.0.1) 0.718 ms 195.178.64.232 (195.178.64.232) 2.856 ms 2.86
3 195.113.235.89 (195.113.235.89) 3.886 ms 3.861 ms 195.178.64.232 (195.178.64.2
4 62.40.124.29 (cesnet.mxl.pra.cz.geant.net) ©.483 ms 195.113.235.89 (195.113.23
5 62.40.124.29 (cesnet.mxl.pra.cz.geant.net) 8.595 ms 0.487 ms 0.681 ms 0.613 ms
6
7
8
9

WO U B e

62.40.98.69 (aed.mx1.ham.de.geant.net) 15.240 ms 62.40.98.192 (aeB.mxl.fra.de.
62.40.125.206 (nordunet-bckp2-gw.mx1l.ham.de.geant.net) 15.527 ms 15.486 ms 62.
62.40.125.206 (nordunet-bckp2-gw.mx1.ham.de.geant.net) 15.366 ms 189.1085.97.56
109.105.97.56 (dk-ore.nordu.net) 20.216 ms 25.275 ms 20.383 ms 109.105.97.197
10 189.185.99.188 (dk-ore-fw.nordu.net) 28.115 ms 1089.185.97.207 (dk-ore-sw-a@l.n
11 109.105.99.180 (dk-ore-fw.nordu.net) 20.509 ms 20.161 ms 20.542 ms 20.113 ms 2

12

13 % % % % ® %
14 * % % & % &
15 * = % ®= % %
16 * % % & % &
17 * % % % % %
18 % % % & % ok
10 * & % & % &
20 *FFoxoEox ok
2] K oE ok o ow ok
22 ok E ox ow % ¥
23 k& ok o ox ok
24 ¢ F owow % ok
25 koF ow ow % ¥
6 kK ok E oE ok
27 FoE ow ow ox ¥
28k x ok % ox ok
29 Kk % ox ow % K

39 k* ok owox ok
1649029288 starttime 01:41:28

traceroute to 109.105.116.52 (mp-cph.nordu.net) 360 hops max, 60 byte packets
100.64.102.2 (100.64.162.2) 0.531 ms 1008.64.102.1 (100.64.102.1) 0.725 ms 0.86
100.64.0.1 (100.64.0.1) 1.300 ms 1.437 ms 1.576 ms 1.913 ms 2.076 ms 195.178.6
195.113.235.89 (195.113.235.89) 1.297 ms 195.178.64.232 (195.178.64.232) 6.357
62.40.124.29 (cesnet.mx1.pra.cz.geant.net) 8.429 ms 195.113.235.89 (195.113.23
62.40.124.29 (cesnet.mxl.pra.cz.geant.net) 8.520 ms * 8.574 ms €.641 ms * 0.55
62.40.98.69 (ae@.mx1.ham.de.geant.net) 15.302 ms 62.408.98.192 (ae8.mx1.fra.de.
62.40.98.69 (aed.mx1.ham.de.geant.net) 15.241 ms 62.48.125.206 (nordunet-bckp2
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Route change events

* Route change = significant new route

ytelse-tos unﬁeﬁ?nn

e Detect change in distribution of seen ip 1\
addresses for each traceroute hop G oo i
- Differential cross entropy )

* «Learns» which route changes are normal )
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Quick demo...




