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Microdep funamental
● Initially a measurement project (since 2010)
● Today a measurement system and a project
● Objectives

–  Reveal network dependability issues at fine 
grained level by end-to-end measurements

– Improve routing in NRENs and the global Internet 



  

System details
● End-to-end measurements 24/7 ​

– 100 packets/s probe traffic​
– 60 per hour traceroutes​
– ICMP response monitoring​

● 51 nodes, 212 flows in Norway​
● 24 nodes, 238 flows globally​

– 8 DC-nodes (amazon, azure, 
google) ​

● Realtime event analysis​
– Packet-loss (gaps)​
– Queues (jitter)​
– Route failures and changes 

(traceroute)​

● Joint event anomality and alarms 
via ELK (potentially ML based)

● perfSONAR integration in progress



  

Results from analysis

https://microdep.uninett.no



  

Other results views



  

Gaps / packetloss events
● Windows of 2000 pkts ->  min one-way delay
● Gap event = 5 or more pkts lost, i.e. 50 ms 

downtime
– 5 successfull pkts ends gap

● Stats on head and tail of gaps (50 pkts)
● Smaller gaps + other stats in daily summary 

reports

 



  

Queues / Jitter events
● Jitter definition from RTCP (rfc???) 

applied
– ... but show only minor variances
– Order of few ms

● Queue-buildup events by change in 
differential one-way delay
– (delayB – delayA) – mindelay
– Order of 10-100 ms



  

Route failure events
● Route failure =  «never ending» traceroute 
● Detect periodes with route failures

– Find «* * * * * *» at max-hops

● Report ICMP errors
– Network unreachable (N!)
– ...

 



  

Route change events
● Route change =  significant new route
● Detect change in distribution of seen ip 

addresses for each traceroute hop
– Differential cross entropy

● «Learns» which route changes are normal

 



  

Quick demo...


