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• Temur Maisuradze – GRENA
• Kiril Kjiroski – MARnet
• Fredrik Pettai – SUNET
• Vaclav Bartos – CESNET
• Roderick Mooi – GÉANT (coordination)

• Supported by:
• David Heed – SUNET
• Jochen Schoenfelder – DFN-CERT

• https://wiki.geant.org/display/gn43wp8/3.1+SOC

Current team:
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• SOCTools is a set of tools that can be used by a SOC for 
collecting and analysing security data, incident handling 
and threat intelligence
• https://gitlab.geant.org/gn4-3-wp8-t3.1-soc/soctools

SOCTools, aka tools for “SOC-in-a-box”
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• Logs > normalisation > enrichment
• Incident report (ticketing) > threat intel. > analysis

Demo @ TNC21
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• Installation and basic use

Demo @ TNC21
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>

Kibana > The Hive > MISP …
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• Cluster support > scalability
• Look into further use cases / increase adoption by NRENs, etc.
• Deliverables:
• D8.9 Best practices for security operations in research and education
• M8.13 Review of the best practice documents on utilisation of SOC tools
• Final release of toolkit

• Integration with other Security projects
• Threat intelligence and information sharing

What’s next?
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R&E intelligence sharing and threat analysis
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https://www.misp-project.org/
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… MISP available: faster and easier sharing and 
deploying threat intelligence across your 
institution

… MISP enables you as an institution to detect 
cybersecurity risks and threats faster and to 
share threat information with other institutions. 
MISP can feed systems that you use to detect or 
block Indicators of Compromise (IoCs).
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Analysts & Threat Hunters: please join us J
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• Using flow data for threat intel.
• Reports/alerts/advisories
• Shadowserver, Team Cymru, etc. 

What about?
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• DNS (threat) intelligence
• Your ideas!!
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Thank you

www.geant.org

gn4-3-wp8-soc@lists.geant.org

soc-tools@lists.geant.org
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