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Context

* Gaia (https://ants.inf.um.es/en/gaialab) is Department of
Information and Communications Engineering’s laboratory.

* It has been historically intended for network research and
provides virtualization resources to the research group. As
such, the laboratory has some networking decision freedom
and hardware independence from University’s NOC network.

* As such, the laboratory manages 2 IPv4 /24 ranges and 5
IPv6 /64 ranges.

* On the latest years new technologies, such as SDN, NFV, loT
and lately 5G, have introduced new philosophies and
requirements to the network.
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Some projects currently relying on Gaia

 INSPIRE-5GPlus
e 5GASP
* Phoenix

 CyberSec4Europe

* Just to name the more relevant
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https://cordis.europa.eu/project/id/871808
https://cordis.europa.eu/project/id/101016448
https://cordis.europa.eu/project/id/893079
https://cordis.europa.eu/project/id/830929

Motivations and Requirements

* Increase internal bandwidth: from 1G to several 10G, at least
10G.

* Replace the obsoleted routing hardwareAvoid vendor lock-in,
preferable open approach

* Each experiment requires isolation and connectivity

* Until now, heavy VLAN usage with ACLs
* NAT4

e Services

* VPN client/server
 DHCP/SLAAC
* Enhanced monitoring

e Safe migration with fast rollback procedure
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Initial Approach

e Cisco 7200 left to rollback

A DELL R510 server with two Xeon E5640 processors
with 32GB RAM was available
e Upgrade with Intel XXV710 10G network card
 Use RARE/FreeRtr DPDK version

* 1 Link towards University NOC (2 vlan), 1 Link connected
with internal switching (19 vlan - NAT)

 HSRPv2 with Cisco7200 (v3 supporting IPv6 not
supported by the Cisco.

* In production since November 2020
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Initial Approach
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Current Approach

e Cisco as Failsafe just for NAT

 HSRP and VRRP adopted

* OpenVPN and Wireguard client/server on DPDK
* DHCP server on DPDK

* Metrics exposed to Prometheus and Grafana panels
from DPDK and P4

 Wedge running pure Debian RARE-FreeRtr, APS-2556X-
1T running NIX RARE-FreeRtr

* Moving from ACL isolation to VRFs
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wedge32umu#show run | include vrf

vrf definition biglel

/ NMaaS Management \ vrf definition bigle2

L oea Manaement — vrf definition bigle3

= vrf definition bigleu

53 axpariment vrf definition bigles

— vrf definition bigles

) o eSS S linen vrf definition big501

/ _ T~ SDNINEY Experiments vrf definition big5e2
— UNIVERSIDAD DE A ™ vrf definition big5e3

MURCIA \ vrf definition big5e4
/ vrf definition big5e5
' EdgeCore Wedge100bf-32X vrf definition lin

vrf definition nmaas

vrf definition oob

vrf definition plpl
Routing vrf definition plp2
vrf definition p4
vrf definition testbed
vrf definition umupublic

L}

155.54.0.0/16 / Bundle -,
2001:720:1710::/64 . — / = \/LANTRAFFIC SPLITTING
) Multi-VRF 100G Loop test

40G Monomode
Direct Fiber

Dell R510
2x Intel E5640 @ 2.6TGHz
G RAM
Intel XXV710

NAT
ACLs
DHCP Server
Tunneling

NMaaS Management

Local Management.

SC experiment

ITScyuf exneriments

SDN/NFV Experiments

.

\@T VLAN TRAFFIC SPLITTING

APS BF2556X-1T EdgeCcre Wedge100bf-65X
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Conclusions and Next Steps

* Willing to remove completely the old Cisco 7200. RARE —
FreeRtR fulfilled the Lab requirements completely.

* Reliability is comparable to traditional solution while
allowing us to continue with Network Research.

e Virtualized instances of DPDK RARE-freeRtr also desired.

e APS-2256X-1T has GearBox 1Gx16, 32x25G ports and
6x100G ports which is more on the scale of the
laboratory than Wedge.

* |If you are running IPv4 without NAT or IPv6 only, P4 is
your choice.

* |f you still need NAT, DPDK can be a really good solution.
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Thank you

Any questions?

www.geant.org

P © GEANT Association on behalf of the GN4 Phase 3 project (GN4-3).
. t The research leading to these results has received funding from
* the European Union’s Horizon 2020 research and innovation

ok programme under Grant Agreement No. 856726 (GN4-3).




