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• “The analysis of an adversary's intent, opportunity, and capability
to do harm is known as cyber threat intelligence. Intelligence is not a 
data feed, nor is it something that comes from a tool. Intelligence is 
actionable information that addresses an organization's key 
knowledge gaps, pain points, or requirements. “
- https://www.sans.org/cyber-security-courses/cyber-threat-intelligence/

• “Cyber Threat Intelligence is systematic collection, analysis and 
dissemination of information pertaining to a company’s operation in 
cyberspace and to an extent physical space. It is designed to inform 
all levels of decision makers. The analysis is designed to help keep 
situational awareness about current and arising threats.”
- https://www.first.org/global/sigs/cti/curriculum/cti-introduction#A-working-
definition-for-Cyber-Threat-Intelligence

So what exactly is CTI?
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• “Cyber threat intelligence represents a force multiplier for 
organizations looking to update their response and detection 
programs to deal with increasingly sophisticated advanced 
persistent threats. Malware is an adversary's tool but the real 
threat is the human one, and cyber threat intelligence focuses 
on countering those flexible and persistent human threats with 
empowered and trained human defenders.”

- https://www.sans.org/cyber-security-courses/cyber-threat-
intelligence/
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• SOCTools is a set of tools that can be used by a SOC for 
collecting and analysing security data, incident handling 
and threat intelligence

SOCTools (1)
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• data > normalisation > enrichment = actionable information!
• Incident report (ticketing) > threat intel. > analysis

SOCTools (2)
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• Installation and basic use

SOCTools (3)
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>

Kibana > The Hive > MISP …
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• Cluster support > scalability
• Look into further use cases / increase adoption by NRENs, etc.
• Deliverables:
• D8.9 Best practices for security operations in research and education
• M8.13 Review of the best practice documents on utilisation of SOC tools
• Final release of toolkit

• Integration with other Security projects
• Threat intelligence and information sharing

SOCTools – What’s next for 2022?
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• soc-tools@lists.geant.org
• https://gitlab.geant.org/gn4-3-wp8-t3.1-soc/soctools

SOCTools – Where to start / how to get it?
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R&E intelligence sharing and threat analysis
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https://www.misp-project.org/
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… MISP available: faster and easier sharing and 
deploying threat intelligence across your 
institution

… MISP enables you as an institution to detect 
cybersecurity risks and threats faster and to 
share threat information with other institutions. 
MISP can feed systems that you use to detect or 
block Indicators of Compromise (IoCs).
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• Install Guides: https://misp.github.io/MISP/
• MISP book: https://www.circl.lu/doc/misp/quick-start/
• https://github.com/MISP/misp-training#misp-training-

videos

Getting started with MISP
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• Use a separate partition for the DB
• How many instances
• Synced with others?
• integrated with IDS?

• Before subscribing to feeds, know what you’re doing
• Watch out for correlations…
• Choose a taxomony/framework – e.g. ENISA, VERIS, etc.

• https://github.com/MISP/MISP/issues
• https://gitter.im/MISP/Support

(initial) Gotchas
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Sharing is caring
• For you and for others

Remember
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1. You need a team, incl. some analysts J
2. Decide on services
3. Choose tools to support those
• Note: configuration, workflows, etc. is the bulk of the work!

4. Start using the tools – subscribe to feeds, create
events/tickets, launch!

Starting your own SOC
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• OSS, Commercial, Cloud?
• Elastic SIEM
• AlienVault OSSIM
• Splunk
• …

What about a SIEM?
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• Logs
• Honeypots
• IDS/Firewall
• pcap
• Flow data
• Host-based: AV, IDS
• DNS

Data sources
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Special Mention – Wazuh!
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• MITRE: Ten Strategies of a World-Class Cybersecurity 
Operations Center
• Carson Zimmerman, 2014

• Creating security operations centres that work
• Steve Mansfield-Devine, editor, Network Security 

• SANS: Building a World-Class Security Operations Center: 
A Roadmap
• Alissa Torres, 2015

Useful Resources
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FIRST Academic Security SIG

Worldwide platform for collaboration of 
Research & Education security teams

Primary target:
• NREN & University security personnel
• Research & Education SOCs/CSIRTs in general

Resources:
• SIG mailing list
• SIG wiki @FIRST Portal (SIG members-only)
• SIG meetings (virtual + annual FIRST conference)
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SIG should focus on:

Cyber threat intelligence

Academic CSIRTs/SOCs

Cooperation with other similar 
regional and global initiatives

Training and awareness

Incident response 
coordination

2021: New SIG Working Groups



www.geant.orgwww.geant.org

https://www.first.org/global/sigs/academicsec
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improve security 

in R&E

Common 
challenges

Experiences
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• Using flow data for threat intel.
• Reports/alerts/advisories
• Shadowserver, Team Cymru, etc. 

What about?
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• DNS (threat) intelligence
• Your ideas!!



www.geant.orgwww.geant.org

Click to edit Master title style

• Click to edit Master text styles
• Second level

• Third level
• Fourth level

• Fifth level

08/02/2022 29

Thank you!

www.geant.org

Questions?
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